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Icurrently find myself on a consulting engage-
ment for a large, multimillion-dollar, enter-
prise-wide Web services project for a major

Fortune 500 firm. It’s a golden opportunity to
see first-hand the development of a bleeding-
edge enterprise service bus (ESB), complete
with hundreds of Web services–enabled legacy
systems and a sophisticated call center worksta-
tion front end. 

One of my responsibilities is to meet with all
of the various application and system develop-
ment teams across the enterprise and assist
them in achieving the final goal, which is
deploying all of the various business services,
based on ported applications, to production.
Here is where the fun begins. Such a simple
statement, “deploy” it to production, except that
in this new service-oriented architectural world,
“it” means different things to different people.
So does the term “production” for that matter.

In the good old days of systems development,
deploying applications was straightforward. You
had requirements, a design; you coded and test-
ed, and when it worked, you moved it into pro-
duction. Even with online e-commerce Web
applications, this formula held true. Not any
more, especially at the enterprise level. 

It’s as if everyone started speaking their own
language, and long-held project terminology,
the glue that holds together large development
initiatives, no longer seems able to do the job.
The application? Which one? Can a legacy appli-
cation still be considered an application if its
business logic is exposed through a series of
Web service interfaces? 

The application is currently scheduled to go
through testing.  Wait a minute, how can that be
when it has been in production for years? Oh, I
see, we’re talking about the Web service inter-
face tied to the business-logic tier. The current
plan is to roll out a pilot version to production
in the fourth quarter this year, so we need to get

the operations staff ready. Whoa, hate to point
this out but we already have the operations staff
supporting a handful of Web services plugged
into the ESB in production with active users. Yes,
but we’re talking about the final deployment ini-
tiative centered on getting the call center work-
station online and into production along with
the remaining migrated applications. You know,
the real push to get the “system” into produc-
tion. System? Almost overnight, it seems that
basic project terminology has become some-
what outdated.  

To add to the confusion, the integration issues
that come up on such an initiative require
unprecedented levels of cooperation among
development teams across the enterprise, teams
that were never required to work together in the
past, due to the stovepipe development mentali-
ty of each business owner. Moreover, it’s simplis-
tic to say that all you have to do is Web
service–enable your legacy applications (made
increasingly easy by development tools such as
WebLogic Workshop) and then they can be used
in portals or process flows. In reality, all applica-
tions being ported over will need to conform to
a standardized framework for the handling of
instrumentation, exception handling, user pro-
visioning, security, and data (to name a few). 

Dealing with this level of change across the
enterprise makes the technology part look sim-
ple. Over time, people will catch up with the ter-
minology, but the coordination and integration
of  the various Web service–enabled applications
across the enterprise in a service-oriented archi-
tecture requires more sophisticated configura-
tion management tools along with support for
enterprise-wide development, testing, and
deployment. The more assistance BEA and other
vendors can provide to help manage the com-
plexity by including enterprise-wide workgroup
support and configuration tools in their devel-
opment tools, the better. 

Tower of Babel

EDITORIALEDITORIAL

BY JOE MITCHKO
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As the foundation of an integrated development
environment, WebLogic Workshop offers the
power to build new Web services that naturally
inherit its Web design innovations. SandCherry’s
AppDev VXML is one example of extending BEA
WebLogic Workshop 8.1 functionality to allow the
creation of services that can be accessed by phone.

Interactive Voice Response (IVR) and speech-
based services using touch-tone or speech recog-
nition can now be consolidated with Web appli-
cations into a three-tiered application infrastruc-
ture, reducing solution costs and improving the
user experience. These services have traditionally
run on proprietary silos of hardware and software
completely independent of Web-based applica-
tions and infrastructure. The silo approach drives
up solution costs by duplicating data integration,
business logic, and systems – not to mention the
cost of user dissatisfaction caused by inconsistent

experiences between different voice and Web sys-
tems. Developers can now simply add a new
voice presentation layer to Web applications to
extend their reach to any customer or employee
with a phone while reusing existing business
logic and back office resources (see Figure 1).

The SandCherry AppDev voice extension facili-
tates development of the voice presentation layer
for controlling speech and media resources, which
include automatic speech recognition (ASR), text-
to-speech (TTS), and prerecorded prompts. By
integrating the voice presentation layer develop-
ment components into WebLogic Workshop 8.1,
developers can reduce the time and cost of devel-
oping and maintaining a speech application by
reusing the controls and models already created in
the Workshop IDE for a Web application.

Integration Overview
Any voice application requires three compo-

nents to work: the voice user interface design and
flow, written in VoiceXML (VXML); grammars that
identify what spoken input the application will
recognize, written in Grammar XML (GRXML);
and audio prompts and announcements played
to the user that are captured as wave or other
types of audio formats. Adding a voice applica-
tion development environment under WebLogic

B
EA WebLogic Workshop 8.1 provides a wide

range of tools for creating Web server 

applications. Components integrated using

Workshop’s extensible component model include

Java controls, page flows, and source and design

views that are available to any software vendor or

Web application developer.

BY  ERIC ASSOUAD, 
AL HADDOCK & MICHAEL CLARK
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W O R K S HO P

Workshop required integration with five
major Workshop components to provide a
seamless development experience between
Web and voice Web projects. Extending
these components consists of integrating
previously stand-alone applications and
creating new applications that dock and
run within the Workshop workspace. The
five components extended by AppDev
VXML and the tools that use them are:
• Web Project: Voice Web Project
• Document: Audio, Grammar XML

(GRXML), and VoiceXML (VXML) docu-
ment types

• Tag Library: VoiceXML and GRXML tags
for voice documents

• Action: Voice-related menu and toolbar
and launching external applications

• Frame: Application frames that can be
docked within WebLogic Workshop

The functionality added to WebLogic
Workshop offers both development and
testing tools, since one of the primary
objectives in building the development
environment was to create a complete
stand alone development and test environ-
ment for speech applications. Using the

Workshop-based approach, developers no
longer require an expensive and complex
speech hardware platform to develop and
test voice applications.

Voice Application 
Development Tools

Voice applications require several differ-
ent components that must be combined to
deliver the three basic functions required for
a voice interaction with a user: controlling
the application flow, processing voice input
from a user, and outputting prerecorded (or
synthesized) information to a user. The
development tools added represent the
combination of the Web view presented by
Workshop and the voice application view
required by the speech and media compo-
nents used to deliver the voice application.
The development tools added include:
• Voice Web Project: Project to maintain

voice-related documents and function-
ality. A Voice Web Project inherits the
Web project functionality of a WebLogic
Workshop Web Project.

• VXML Document: Document containing
a VXML page depicting the flow of a
voice application. A VXML document
inherits JSP document functionality from
the WebLogic Workshop JSP Document.

• GRXML document: Document contain-
ing a GRXML page, which lists the valid
text (grammars) representing the spoken
words the application will recognize. A
GRXML document inherits JSP docu-
ment functionality in the same manner
as a VXML document.

• Audio Document: Document containing
wave audio data of a prompt or
announcement to play to a caller. The
prompt is generally played before trying
to recognize a caller’s response. This is a
completely new document type that
extends Workshop’s base Document class.

• Tree Design View: Creates a tree-oriented
view of a VXML or GRXML page. The tree
gives the developer an easy-to-manage
and readable view of the voice documents
just as Workshop does for Web documents.

• Voice Menu and Toolbar: Menu and
toolbar containing voice application
tools. SandCherry added the Log Viewer,
Validator, SoftPhone, and Test Voice
Application tools that are available from
the voice menu and toolbar. These
options were incorporated by extending
the WebLogic Workshop Action class.

• Validator: Uses a third-party parser to vali-
date a VXML or GRXML page being hosted
by the WebLogic Web Server. Integrating
this component required extending the
WebLogic Workshop Frame class.

Together, these tools allow a developer to
add tags from VXML and GRXML tag
libraries, create wave files to be played
within a voice application, and validate the
scripts of the application before testing.

Voice Web Project
The Voice Web Project is a new project

type created to hold both voice and Web-
related documents. The project extends
WebLogic Workshop’s Web Project, and by
doing so inherits Web project functionality.
Java Controls (JCX), Java Page Flows (JPF),
and any other legal Web document may be
added to a voice project. Once a new appli-
cation has been created, the “Voice Web
Project” can be found under the “Voice
Interface” category. This project type was
created to accommodate the integration of
VXML, GRXML, and audio documents for a
Voice User Interface (VUI) into the Workshop
model while providing sufficient separation
due to the unique nature of speech applica-
tions to avoid unnecessarily complicating
existing Web projects in Workshop.

The Documents
There are three new voice document types

that exist only within a Voice Project – VXML,
GRXML, and audio documents. Once the
project has been created, a developer can
create these voice documents just like any
other Workshop document (see Figure 2).

FIGURE  1

Adding a voice presentation layer to 
Web applications

FIGURE  2

Voice document created like a WebLogic
Workshop document

E CHALLENGE
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VXML DOCUMENT
Voice Extensible Markup Language

(VoiceXML or VXML), defined by the W3C
standards body, is the leading speech
application language today. The descrip-
tion of VXML contained in the standard is:

“VoiceXML is designed for creating audio
dialogs that feature synthesized speech, dig-
itized audio, recognition of spoken and
DTMF key input, recording of spoken input,
telephony, and mixed initiative conversa-
tions. Its major goal is to bring the advan-
tages of Web-based development and con-
tent delivery to interactive voice response
[IVR] applications.”

The SandCherry team identified several
overriding goals that guided the WebLogic
Workshop extensions to support VXML
files:
1. WebLogic Workshop must understand

VXML 2.0 in order to provide familiar
IDE development aids such as property
editing and code completion. 

2. HTML and VXML document types must
be different within Workshop.

3. Each VXML file must be processed as a
JavaServer Page (JSP) to harness the
power of the BEA WebLogic platform.

Since SandCherry’s AppDev’s VXML was
developed in parallel with the WebLogic
Workshop integration, fundamental design
choices such as using JSPs for the VXML
pages within AppDev allowed the develop-
ment team to easily integrate with
Workshop’s JSP Document Class and inher-
it the capabilities provided by WebLogic
Workshop. Creating a custom JSP tag
library for VXML made it possible to inte-
grate into Workshop’s JSP designer and

reuse many of its features to help develop-
ers write VXML. Because some functionali-
ty must be enabled when an AppDev docu-
ment is open, but disabled when a stan-
dard Workshop document is open, a new
document type was required. Creating the
new document type was accomplished
within the WebLogic Workshop extensibili-
ty framework by extending the base
Document class to create a new “voice doc-
ument” type for both VXML and GRXML
file types.

GRXML DOCUMENT 
GRXML is another W3C standard used

for defining grammars within voice appli-
cations. As stated in the specification:

“Grammars [are] for use in speech recog-
nition so that developers can specify the
words and patterns of words to be listened
for by a speech recognizer. The syntax of the
grammar format is presented in an XML
Form.”

GRXML documents were added to
WebLogic Workshop in the same way as
VXML documents, with the “voice docu-
ment” type mapped to the file extension
“grxml”. A unique tag library was created
for GRXML based on W3C’s “Speech
Recognition Grammar Specification” (SRGS
1.0).

AUDIO DOCUMENT 
Audio documents present two unique

challenges within the WebLogic Workshop
framework since an audio document is
simply a wave file used within a voice
application. First, audio files include wave
recordings, not text, yet must still reside in
the Workshop project so that the applica-

tion can use them. The second challenge is
that presenting an application developer
with a GUI-based source or design view of
a wave file isn’t very useful. An audio
recording tool must be embedded into the
Workshop document editor to address
these challenges. 

BEA WebLogic Workshop offers a clean
and easy solution to these challenges by
giving the tool developer the flexibility to
extend the base Document class, remove
the source view, and embed a once stand-
alone tool into the Workshop workspace.
Using this method, an audio recording and
playback tool was integrated into the
Workshop environment so that when an
audio document is opened, the audio tool
is launched in what is normally the source
view window. This tool records audio files
for use during development and testing of
the voice application.

Tree Design View
A Tree Design view was created for VXML

and GRXML documents to take the place of
the original Design View. Since both VXML
and GRXML documents inherit JSP func-
tionality, the original Design view was not
useful for creating voice applications.
Using a tree to display and develop a voice
application provides a clear hierarchical
view of the script. Under this view, a devel-
oper may also close and open nodes to
shrink and expand sections of the applica-
tion to focus on particular portions of the
document. WebLogic Workshop provides
the flexibility to disable the original view
and create a new one that can be displayed
as a tab in the source editor (see Figure 3).

With all of the functionality it provides,
the Tree Design view is a very powerful tool
for creating a voice application. First, it

W O R K S H O P

FIGURE  3

Source editor

FIGURE  4

Tree Design view 
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provides integral error checking of the tags.
Second, it makes it easy to cut, paste, copy,
and move large sections of a document.
Finally, it provides an easy-to-read view of
the entire voice document.

The error checking built into the Tree
Design view offers users a familiar environ-
ment to build voice files incorporating
many of the features found in the normal
WebLogic Workshop design view: nodes
containing errors are color coded in a simi-
lar fashion; right-clicking on elements (tree
nodes) within the view displays a menu
that includes the legal actions for that
node; and users can drag-and-drop any tag
for any node. Additional intelligence is pro-
vided on insertion to ensure that tags are
valid within the VXML specification to help
avoid basic errors. The Tree Design view
uses the underlying Workshop compiler
service to provide diagnosis for each of the
nodes (see Figure 4).

Voice Menu and Toolbar
The Voice Menu and Toolbar are simple

controls that allow a user to start voice
tools, including Test Voice Application, Log
Viewer, Validator, and SoftPhone.

Adding these tools to the menu options
is easily accomplished by extending the

Workshop Action class with several lines of
XML that specify the location of the tool,
the icon, and the Java code to run when the
option is selected. A snippet of script for
adding the Validator menu option is shown
in Listing 1.

In this example, the “action class” is the
Java code to launch the Validator,
Validator.gif is the icon to display, and
“location priority” specifies where to dis-
play the tool within the toolbar and menu.
Adding actions within WebLogic Workshop
is simple, yet powerful, since these actions
integrate seamlessly and inherit the
Workshop look and feel (see Figure 5).

Validator
The Validator tool verifies VXML and

GRXML documents by pulling both types
of files from a WebLogic Server and run-
ning them through a “validating parser”
(Apache Xerces) in AppDev VXML using the
W3C Schema appropriate for the current
document. The parser downloads the
active file in the same way that a VXML
browser downloads applications from the
Web server during service deployment. The
content being validated is displayed in a
window, along with a list of any errors
found in the document.

The Validator, which is written in Java,
uses a Swing panel that plugs neatly into
Workshop’s Frame extensions. These exten-
sions allow the Validator to provide a con-
sistent UI experience for the developer by
inheriting Workshop’s look, feel, and func-
tionality.

Test Voice Tools
Testing a voice application offers a new

set of challenges not originally envisioned
within the Workshop environment. Where a
Web application can be easily displayed in
a window, a voice application requires a
phone-based interaction with a speech
platform controlling a number of different
media components. SandCherry has pre-
integrated a variety of components using
its software-based speech platform and
added a software-based phone emulator to
provide a complete test environment for
voice applications. Four tools are used
when testing a voice project within an
application.
• Test Voice Application: This component

starts the voice platform and compo-
nent processes necessary for testing a
voice application. 

• SoftPhone: A software-based phone
emulator that allows a developer to call
a voice application for testing. The
Workshop Action class is used to start
the SoftPhone application, which is an
external component to WebLogic
Workshop.

• Log Viewer: A developer may view the
logs of all the different voice resources
while the application is running or after
the application has completed. The Log
Viewer uses the Workshop Frames class
to allow the log viewer to dock within
Workshop and inherit the appropriate
look-and-feel.

• AppTuner: A software-based speech
platform for a laptop or PC that controls
the speech recognition, prompt playing,
and text-to-speech media components
required for application testing.

Test Voice Application
Test Voice Application simplifies the test

process by allowing the developer to
launch multiple components needed to
test an application using a single button.
Using the WebLogic Workshop Action class,
this button starts the WebLogic Server to
host the application, the Log Viewer to view
speech resource logs, and the SoftPhone for
calling the application. When launched, the
SoftPhone is automatically populated to
run the current VXML document. 

W O R K S H O P

FIGURE  5

Voice application

FIGURE  6

SandCherry SoftPhone
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SoftPhone
The SoftPhone, like the audio document,

is also a stand-alone program. Again,
extending the Action class from the Voice
Menu made it easy to start the SoftPhone
without requiring any changes to the
SoftPhone application. Other WebLogic
Workshop extensions allowed SandCherry
to retrieve current document information
used to auto-populate the phone and spec-
ify which VXML document to run (see
Figure 6). 

Log Viewer
The Log Viewer provides access to

important information regarding the status
of the speech resources used to run a voice
application. For example, as an application
is processing speech recognition, the log
viewer can be used to verify that the recog-
nition engine is matching speech gram-
mars correctly.

The Log Viewer is launched from the
Voice Menu or toolbar via WebLogic

Workshop’s Action class (see Voice Menu
and Toolbar), seamlessly integrating into
Workshop by using the Frame class. By
default, the window has the appropriate
look-and-feel of other WebLogic Workshop
components and can dock into multiple
locations (see Figure 7).

AppTuner
AppTuner, the underlying speech plat-

form for testing voice applications, is a
complex system with a number of integrat-
ed components. The AppTuner Console is a
separate GUI program for starting and
managing speech resource components,
giving the application developer an easy to
read view of the running speech resources
(see Figure 8).

Originally, the console was going to be
the only portion of the AppDev suite requir-
ing start-up outside of the WebLogic
Workshop window – unfortunate since all
other voice development tools were embed-
ded neatly within the Workshop framework.
A simple solution exists within Workshop,
however, that requires no code at all to add
this to the Workshop environment.

WebLogic Workshop provides a tool for
starting an executable from the Tools
menu. Following the steps below made the
stand-alone AppTuner Console an integrat-
ed tool within Workshop.
1. From the Tools menu, select IDE

Properties.
2. In the left-hand pane of the IDE

Properties Window, click on the Tools
folder.

3 Select the New Tool button at the top of
the right-hand pane.

4. In the Tool Name text box, enter
“AppTuner Console”.

5. In the Directory text box, enter the full
path to the AppTunerConsole.exe

6. Click OK.

The console is now available from the
External Tools menu option within
Workshop.

Summary
Integrating SandCherry’s AppDev VXML

into BEA WebLogic Workshop 8.1 provides a
number of unique challenges due to the
inherent differences between voice applica-
tions and Web applications. Incorporating a
new project and file types for voice applica-
tions, dealing with files that contained only
recorded audio, and incorporating external
applications into Workshop were only a few
of the potential roadblocks to offering a
complete voice development environment
seamlessly integrated into Workshop.
Surprisingly, this effort was far easier than
expected, despite moments that prompted
head-scratching and calls to the BEA
WebLogic Workshop team.

In the end, however, the extensibility
components built into WebLogic Workshop
8.1 provided solutions for almost every
challenge faced during integration.
Extensible Project, Document, Frame, and
Action classes offered tremendous flexibili-
ty for incorporating new capabilities into
the WebLogic Workshop framework. In
addition to supporting internal enhance-
ments, Workshop’s extensibility support
provided different ways to incorporate
external applications and even allow appli-
cations unrelated to the Web application
server or its components to appear fully
integrated. Developers can now build and
test Web and voice applications seamlessly
using BEA WebLogic Workshop 8.1 and
SandCherry’s AppDev VXML. 

FIGURE  7

Log Viewer

Listing 1
<action-set>

<action

class="com.sandcherry.ide.bea.control.LaunchVa

lidator"

label="Validator" show-always="false"

icon="resources/images/com/sandcher-

ry/ide/Validator.gif">

<location priority="30"

path="menu/voicemenu/voice" />

<location priority="30" path="tool-

bar/voicetoolbar/voice" />

</action>

</action-set>

FIGURE 8

AppTuner view of speech component status
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This is the second in a series of articles on BEA
WebLogic Server administration and manage-
ment for developers. The first article (WLDJ, Vol.
2, issue 10) introduced the major concepts and
terminology for a WebLogic Server domain.
Then, we showed you the most commonly used
graphical tools for setting up WebLogic Server,
and packaging and configuring applications to be
deployed on it: the Administration Console, the
Configuration Wizard, and WebLogic Builder.

In this article, we’ll discuss application deploy-
ment, runtime management, and the monitoring
facilities available with WebLogic Server – both
graphical and command-line based.

Application Deployment with the
Administration Console

In the deployment area of the Admin Console,
you deploy new applications and modules – J2EE
Enterprise applications, EJBs, Web applications,
J2EE CA Connectors, and WebLogic Server
Startup or Shutdown classes – to servers and
clusters in the domain. 

WebLogic Server enables you to deploy an
application or module as either an archive file or
an exploded archive file that contains the same
files and maintains the same directory structure
as the archive itself. Archived applications and
modules must use the correct file extension for
the module type:

• EJBs are packaged as .jar files. 
• Web applications are packaged as .war files. 
• Resource adapters are packaged as .rar files. 
• Enterprise applications are packaged as .ear

files. 
• Web services are packaged as either .war or

.ear files.

Exploded archives are frequently used in a
development environment because they allow
you to easily change parts of the application,
recompile, and redeploy without regenerating the
J2EE archive. To target an exploded archive, you
select the top-level directory of the application or
module, rather than the archive file.

After you have initially set up and deployed an
application or module to one or more servers,
you can stop, deploy, or redeploy the application
or module without reconfiguring or re-copying
its files, and without restarting the server.  This is
commonly referred to as hot deployment.  Figure
1 shows an example of the Admin Console
deployment screen. 

When the server runs in development mode, it
also supports something known as auto-deploy-
ment.  With auto-deployment, the server watches
the server’s applications directory for new or
updated files and automatically deploys or rede-
ploys the new or updated archives.

Application and System Monitoring
with the Admin Console

The BEA WebLogic Server Admin Console pro-
vides features for monitoring J2EE application
components. The first and most obvious way to
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make sure all components have deployed
correctly and are available to the applica-
tion is to find them in the JNDI tree. Figure
2 shows the JNDI tree displayed by the
Admin Console.

Next, you can monitor the individual
component usage as your application runs
to confirm that the application is using the
server facilities in the most efficient way.
There are multiple places in the Admin
Console that allow you to do this.  For EJBs,
the Admin Console provides extensive sta-
tistics about the EJB runtime usage that
can help you determine how efficiently the
server is able to process requests for each
EJB. While the Admin Console provides a
default view of a subset of these statistics, it
also allows you to customize the view in
real time to meet your demands for specific
information.  An example of a view into the
EJB statistics is shown in Figure 3.

Similar to the EJB statistics, there is also
a customizable display of servlets and JSP
statistics, as shown in Figure 4. 

You can also monitor many other J2EE
and server-specific resources.  Figure 5
shows an example of monitoring a JDBC
connection pool while Figure 6 shows you
how to monitor the general health of the
server through the Admin Console.

Using the statistical and graphical infor-
mation provided by the Admin Console,
you can come up with initial estimates of
your application’s performance, see poten-
tial bottlenecks, and identify possible areas
for optimization.  While the Admin Console
provides valuable application and server
monitoring features, it may not provide
enough information for all situations.  In
these cases, you have the following options:
• Leverage BEA WebLogic Server’s open and

extensible management framework to add
new monitoring features to the Admin
Console, or access specific monitoring func-
tionality from your custom applications.

• Leverage the extensive BEA partner ecosys-
tem, which has numerous administration
and management vendors who offer prod-
ucts that plug into WebLogic Server and
provide more comprehensive administra-
tion, management, and monitoring func-
tionality, in many cases covering the entire
enterprise environment, not just applica-
tions deployed on WebLogic Server.

Command-Line Tools: 
weblogic.Admin and 
weblogic.Deployer

Graphical administration and manage-
ment tools available with BEA WebLogic
Server provide a powerful, intuitive, and

visual way to administer your WebLogic
Server applications.  However, in some
cases simpler, more focused utilities are
more convenient. In a development envi-
ronment, a command-line interface pro-
vides a highly flexible way to automate

administrative tasks into your build,
deploy, and test process. In a production
environment, the command-line interface
provides a repeatable process for accom-
plishing tasks to reduce the opportunities
to introduce human error.  

ADMIN ISTRAT ION

FIGURE  1

Application deployment screen in the Admin Console

FIGURE  2

Admin Console JNDI tree view
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While not as visual and intuitive, the
command-line interface does give you
access to all of the functions available
through the Admin Console, and even pro-
vides more flexible ways to access some
features that are either hidden by the con-
sole or not that easy to use.  Most of this
access to administrative functionality is
through the weblogic.Admin Java program’s
commands, which give you the ability to
manipulate the underlying JMX infrastruc-
ture directly.  To use these particular com-
mands (GET, SET, CREATE, INVOKE,
DELETE, and QUERY), you need to under-
stand both JMX and BEA WebLogic Server’s
JMX MBeans.  We will cover JMX in detail in
a later article. The rest of this article will
focus on the subset of commands that don’t
require an understanding of JMX, even
though they are accessing the server’s JMX
infrastructure to accomplish their work.

The weblogic.Admin utility is a com-
mand-line interface that you can use to
administer, configure, and monitor
WebLogic Server. Like the Admin Console,
this utility assumes the role of client that
invokes administrative operations on the
Admin Server, which is the central manage-
ment point for all servers in a domain.
While the Admin Console does everything
through the Admin Server, the
weblogic.Admin utility can access the indi-
vidual managed server directly, as well as
access the Admin Server.  If the Admin
Server is down, you can still use the
weblogic.Admin utility to retrieve runtime
information from managed servers and
invoke some administrative commands.
However, BEA WebLogic Server can only
save configuration changes to the domain
when the Admin Server is available. 

Since weblogic.Admin is a Java program,

you need to set up your environment
before you can run it. Once it’s done, you
can run it following this syntax:

java weblogic.Admin [ [-url | -adminurl] [proto-

col://]listen-address:port] 

-username username [-password password] 

COMMAND-NAME arguments 

If you want weblogic.Admin to use SSL to
communicate with your WebLogic Servers,
then you’ll need to define some additional
Java system properties to tell weblogic.Admin
certain information.  For example, the
weblogic.security.SSL.trustedCAKeyStore
property tells weblogic.Admin (and any other
WebLogic SSL client or server) where to find
the trust key store. Setting weblogic.security.-
SSL.ignoreHostnameVerification to true dis-
ables the normal process of veriying that the
hostname in the server’s certificate matches
the server’s IP address.

There is really no way for us to explain all
of the commands available through the
WebLogic Server command-line interface –
there are just too many of them to fit here.
For a comprehensive list of the available
commands, see the WebLogic Server docu-
mentation at http://edocs.bea.com/wls/
docs81/admin_ref/cli.html.  We provide
just a few examples here for you to get a
feel for what you can do.

The FORCESHUTDOWN command
instructs the Admin Server to shut down a
managed server:

java weblogic.Admin -url t3://AdminHost:7001 

-username weblogic -password weblogic 

FORCESHUTDOWN MedRecManagedServer

After issuing this command, the BEA
WebLogic Server instance named

MedRecManagedServer will shut itself
down without waiting for in-flight requests
to complete.  When it receives this com-
mand, the server will print messages to its
log file and to standard out, indicating that
the server state is changing and that the
shutdown sequence is starting. If the com-
mand succeeds, the final message that the
target server prints is as follows:

<Jul 12, 2003 11:28:59 AM EDT> <Alert>

<WebLogicServer> <000219> <The shutdown sequence

has been initiated.> 

In addition, if the command succeeds,
the weblogic.Admin utility returns the fol-
lowing:

Server "MedRecManagedServer" was force shutdown

successfully ... 

If the Admin Server is not available, you
can send the FORCESHUTDOWN com-
mand directly to the managed server to
have it shut itself down:

java weblogic.Admin -url t3://ManagedHost:7001 

-username weblogic -password weblogic

FORCESHUTDOWN 

If you want to write scripts that don’t
require the user to know an administrative
username or password, you can tell
weblogic.Admin to use the information
stored in your boot identity file, also known
as the boot.properties file.  To do this, you
need to tell weblogic.Admin where to find
the boot identity file and where the root
directory of your server is so that it can find
the information it needs to decrypt the
boot identity file (the default value is the
current directory).  The following example

ADMIN ISTRAT ION

FIGURE  3

A customized view of the Admin Console’s Entity EJB statistics

FIGURE  4

A customized view of the Admin Console’s Servlet/JSP statistics
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provides user credentials by referring to a
boot identity file and specifies the server’s
root directory so that it can be invoked
from any directory:

java Dweblogic.system.BootIdentityFile=

c:\mydomain\boot.properties 

-Dweblogic.RootDirectory=c:\mydomain

weblogic.Admin -url t3://AdminHost:7001

FORCESHUTDOWN 

BEA WebLogic Server also provides a
command-line utility for deploying appli-
cations called weblogic.Deployer.  As with

weblogic.Admin, this utility is a Java pro-
gram that requires certain arguments.  The
general syntax for weblogic.Deployer is:

java weblogic.Deployer [options] [actions]

[file(s)]

The most important options include the
URL of the Admin Server, the username
and password of a user with deployment
privileges, the name of the application or
component being deployed, and the list of
targets to which to deploy the application
or component.  As you would expect, the

most important actions are deploy, rede-
ploy, and undeploy.  For a full list of the
supported options and actions, please see
the WebLogic Server documentation at
http://edocs.bea.com/wls/docs81/deploy-
ment/tools.html.

To deploy the MedRec enterprise appli-
cation archive to our managed server, you
would use the command shown in Listing
1.

Just like weblogic.Admin, you can use
Java system properties to specify SSL
and/or boot identity file information (see
Listing 2).  

For a full list of BEA WebLogic Server
command-line administration tools and
their associated commands, please refer to
WebLogic Server online documentation at
http://edocs.bea.com.

Summary
This article showed you how to use the

WebLogic Server Administration Console
for managing BEA WebLogic Server and
deploying and monitoring applications
deployed on it. Then we introduced you to
the command-line tools weblogic.Admin
and weblogic.Deployer that provide the full
scope of management functionality from
the command-line interface. 

In our next article we’ll talk about JMX
and how to use the tools and scripting facil-
ities provided by BEA WebLogic Server for
configuring, managing, and monitoring a
WebLogic Server application.  In the last
installment of this series, we will dive into
the Java APIs for building custom JMX pro-
grams, creating custom MBeans, and
extending the Admin Console. 

FIGURE  5

Monitoring a JDBC connection pool

FIGURE  6

Monitoring the general health of the server

Listing 1
java weblogic.Deployer -adminurl

t3://AdminHost:7001

-username weblogic password weblogic name

MedRec

-targets ManagedServer1 deploy medrec.ear

Listing 2
java Dweblogic.security.SSL.trustedCAKeyStore=

c:\mydomain\trust_keystore.jks

Dweblogic.system.BootIdentityFile=

c:\mydomain\boot.properties

-Dweblogic.RootDirectory=c:\mydomain

weblogic.Deployer -adminurl

t3s://AdminHost:7002

name MedRec -targets ManagedServer1 deploy

medrec.ear
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Introduction
Large-scale enterprise applications are typi-

cally deployed to a number of environments,
ranging from individual local developer environ-
ments to various test stages and integration and
production environments. From a BEA WebLogic
Server perspective, this means that we have to
configure multiple domains on different
machines. WebLogic Server administrators often
have to quickly set up a fully functional domain,

starting from scratch, and handing over to some
teams a running clustered WebLogic Server
domain with connectivity to databases and other
boundary systems configured, and various appli-
cations deployed. In highly complex environ-
ments, this can keep us busy for days. 

For example, a customer’s project domain for
load testing was deployed to two 24-way
machines in a cluster of 16 WebLogic Server
instances, using 8 connection pools to 3 different
databases and about 100 JMS queues. The target
production release would increase the complexi-
ty of this environment by a factor of 5 – 10. A
manual approach for this task is time consum-
ing, error prone, and inflexible. We are looking
for a one-step, script-based process to set up a
full functional domain from scratch, or to
rebuild an existing domain with different config-
uration settings. 

Besides the initial installation of a WebLogic
Server domain for a specific environment, there
are many situations that will benefit from such a
solution. For example, during an integration test,
a domain was deployed in a directory that ran
out of disk space. The alternative directory
required that the domain be set up using a dif-
ferent Unix user account. A simple copy
approach would probably break some links to
deployment units and log directories and, due to
tight security policies on that machine, would
probably result in conflicting access rights.
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Subsequent analysis and fixing activity can
easily cost a couple of hours. Using the
script-based approach we changed the
installation directory and Unix user in a
configuration file and rebuilt the domain at
the new location. After 10 minutes the new
WebLogic Server domain was started and
ready to use.

Requirements
Before we jump into the details of this

process, we will look at some requirements
serving as guiding principals.
• Fully automated process: The process

should run in a fully automated manner.
No manual interaction should be
required after the process is started. This
process terminates successfully if the
domain is set up, all managed servers
are started, and all applications are suc-
cessfully deployed.

• Single configuration file: There should
be a single configuration file that con-
trols the properties of the target domain.
Since the process is split up into sepa-
rate steps and each step uses various
scripts and configuration files, this
requirement guarantees the flexibility
and applicability on different machines
and for different domain configurations.

• Platform independence: This approach
should be platform independent as far
as possible. The first version was devel-
oped in a customer project on HP-UX,
however; it is likely that the customer
wants to extend the list of required plat-
forms to include Windows and Linux.

• Isolated domains: The solution must
provide for isolation of WebLogic Server
domains. Different development and test
teams will share a set of machines. Every
team will need to control its WebLogic
Server domain independently form other
teams. As a result, no WebLogic Server
resource should be shared across
domains. Therefore, there must be sepa-
rate node managers for every domain;
otherwise changes in the node manager
configuration will affect other domains.

We will see later in this article how these
requirements are met by the proposed
solution. Let’s have a look at the process
itself.

Process Overview
The automated process is composed of

six steps. In the first step, we need a
WebLogic Server domain in its simplest
form, (e.g. a nonclustered single server
domain consisting of an administration
server only), and we need to start the Admin

Server of this domain. In the second step we
extend this domain to a WebLogic Server
cluster, managed by our Admin Server. We
also need configurations for machines and
the node managers. The third step will con-
figure all required WebLogic Server services
like JMS and JDBC resources as well as addi-
tional domain configuration settings. In a
fourth step, we will copy the files of the
application distribution to their target direc-
tories. In step five we start the node man-
agers and the managed servers of the clus-
ter. Finally, we will deploy and activate the
applications. Figure 1 illustrates the six sep-
arate steps of this approach.

The BEA WebLogic product contains a
number of tools that provide support dur-
ing development and administration (i.e.
WebLogic Workshop, WebLogic Builder,
and the Domain Configuration Wizard).
However none of these tools allows for a
script-based automation for transforming
an application built into a fully functional
and running WebLogic Server domain. 

Therefore we combine several tools. The
underlying tool suite is composed of the
Apache Ant build tool, the BEA WebLogic
Domain Configuration Wizard, the
WebLogic node manager, and WLShell, a
JMX administration tool for WebLogic
Server developed by Paco Gomez. Further
more we make use of Unix shell scripts and
SSH (Secure Shell).

We will use Ant as a basic frame for the
automated process. Although we are not
executing a build process in software devel-
opment, there are a number of similarities
where Ant seems to be the perfect choice.
We want to be platform independent, we
split up the whole process in separate steps
which will become Ant targets and there
are dependencies between these targets.
Ant provides the flexibility to run the whole
process in a single step or to execute indi-
vidual targets separately. Furthermore
there is a good integration of Ant and Java
that we will use to start Java processes for
the Domain Configuration Wizard and the
WLShell. Ant also provides capabilities to
execute shell commands and wait for prop-
er startup of HTTP services, which comes
in handy when we need to verify that the
Admin Server is started.

Figure 2 shows the complete automated
process.

The basic frame is an Ant target that
executes the whole process. Thus, we satis-
fy the requirement for a one-step process.
We name the main target rebuildAll to
highlight the fact that we also want to
clean up everything before building a
domain. This target is composed of subtar-

gets, which in turn can contain nested tar-
gets. This approach enables us to execute
individual steps of the automated process
separately, which is useful for error analy-
sis as well as for managing an installed
domain. We use three basic types of Ant
targets. The first type uses Ant to work on
the file system. We will use this target type
to clean up a domain, to copy distribution
files, and to build up the domain’s directo-
ry structure. The second type executes
shell scripts. This is a very convenient way
to automate processes in Unix. The down-
side of shell scripting is its platform
dependency. If we want to move to the
Windows platform, we have to provide a
Windows command file equivalent for
every script. Furthermore, large scripts can
become very complex and hard to read
and maintain. The third type of Ant target
calls Java programs, which are very well
integrated into Ant. We use it in different
situations (e.g. for executing the WLShell).
The WLShell itself can read in nested
WLShell scripts. 

Template Approach
We want to have a single configuration

file for changing domain-specific values,
but we are using a number of different
scripts and configuration files that need
access to these values. The proposed solu-
tion is based upon the replace task from
Ant. The only environment setting that we
need is the path to the correct Ant exe-
cutable.

We define variables with global rele-
vance as properties in the file
domain.properties that will be included by
the build.xml file. If we want to use such a
global variable in any other script or con-
figuration file, we create a template file and

SERVER

FIGURE  1

The six steps comprising the fully automated
process to build and start a clustered

WebLogic Server domain
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use a replacement token for this variable
instead. A replacement token is any string
that is enclosed in two “@” signs. 

Template files reside in the
template.home directory. We create an Ant
target trimFiles to generate the target files
from the templates and place them in the
project.home directory. 

Step 1: Simple WebLogic Server Domain
As part of an automated domain set-up,

we need a script-based approach for setting
up the initial domain. WebLogic Server 7.0
since SP1 features silent install of WebLogic
Server where the setup of a WebLogic
Server domain is a subactivity. 

We automate the creation of a domain

with the Ant target buildDomain. This task
requires the file silent.xml as input, con-
taining the configuration information for
the initial WebLogic Server domain. We
only need the configuration for a very sim-
ple domain consisting of a single Admin
Server. However, it must contain the correct
values for the domain name, listen address
and port, system user and password, and
the correct path to the BEA Home and
WebLogic Home. Since these values are
domain specific we define them in the
domain.properties file and use the tem-
plate approach to generate the silent.xml
file. The Ant target buildDomain calls the
dmwiz.sh shell script, from the WebLogic
distribution, which creates a new WebLogic
Server domain from scratch in silent mode.
Prior to this, it checks that all base directo-
ries exist and deletes any old domains at
these locations. Since deleting open files
can cause a lot of trouble on Unix systems,
we verify that no process of that domain is
running (e.g., we kill the node managers
and all WebLogic Server instances). A suc-
cessful execution of this Ant target will pro-
vide us with a newly created WebLogic
Server domain that is ready to boot.

From now on, every configuration activ-
ity will be JMX based. Therefore we need to
start the Admin Server of the new domain.
We will use the Ant target startAdmin to call
the shell script startAdmin.sh. This is a tai-
lored version of the file startWebLogic.sh
and contains some domain-specific infor-
mation, i.e., domain name, listen address
and port. Consequently we generate this
script, using the template approach.
Furthermore, we generate the file
boot.properties, containing user and pass-
word, which prevents the Admin Server
from prompting for this information. The
Admin Server will be started with the
“nohup” option; thus, it will continue to
run even if we terminate its parent shell.
But now we need to detect when to contin-
ue with the next step of the automated
deployment. We have to wait until the
Admin Server is running and accepting JMX
commands. We implement the Ant target
waitForAdmin, which realizes a very simple
busy waiting loop, based on the Ant tasks
wait for and HTTP. As soon as the Admin
Server answers to a HTTP request, this loop
terminates and we can continue with the
JMX-based configuration.

STEP 2: CLUSTER CONFIGURATION
As a prerequisite for the cluster configu-

ration, we need to have a WebLogic Server
domain with a running Admin Server. The
domain configuration is contained in the
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Template approach using the Ant replacement target

FIGURE  2

The automated process based upon a framing Ant build file
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config.xml file. We could configure a
domain by editing this file but that would
require a complete domain restart, because
changes to the domain configuration are
saved by the Admin Server periodically but
are loaded only at start time. 

We prefer to use a JMX-based approach
here and define server and cluster via JMX
commands using WLShell. Our working
directory of the WLShell is the project
home. We name the script that configures
the cluster cluster.wlsh. We would expect
this script to contain domain-specific infor-
mation inserted by the template approach.
Instead, we use only variables here and
read in a further WLShell script, which we
name connect.wlsh. connect.wlsh sets all
domain-specific variables and connects to
the Admin Server. It will be reused in all
WLShell tasks. Therefore cluster.wlsh is not
a template script (e.g., following the tem-
plate approach) while connect.wlsh is. clus-
ter.wlsh defines a cluster, managed servers,
and adds managed servers to the cluster. 

In order to be able to start the domain
via the node manager, we need to assign
managed servers to machines. The script
cluster.wlsh is the perfect place for this,
since it defines the managed server and its
attributes. However, using a bug of the
WLShell version prevents this. As a
workaround, we use the WebLogic Admin
Utility which gets called by the script
admin.sh. The corresponding Ant target is
assignMachine. Since all JMX commands
can also be issued by the WebLogic Admin
Utility, this approach presents a general
workaround for all potential WLShell bugs.
But since the Admin Utility in BEA
WebLogic Server 7.0 has no batch mode,
and every JMX call has to be issued sepa-
rately, this solution comes at the price of
increased processing time.

Step 3: JMS and JDBC Configuration
The configuration of J2EE resources like

JMS and JDBC is very straightforeward. We
use the Ant target buildJMS and buildDB
here. Both Ant targets call WLShell scripts,
which in turn read in connect.wlsh. con-
nect.wlsh establishes the connection to the
Admin Server and defines all relevant vari-
ables for the JMS and JDBC configuration.

Since connect.wlsh is a template file, we
can define all required variables in the
domain.properties and feed them into con-
nect.wlsh during the execution of the Ant
target trimFiles.

Step 4: Copy Distribution
In this step we copy all application dis-

tribution files to the application directory
of the domain home, thus making them
available to BEA WebLogic Server. The dis-
tribution includes all EAR and WAR
archives of the business application as well
as additional libraries. 

If we operate in a multimachine environ-
ment, we copy the whole domain (i.e., the
domain root directory and all subdirectories)
to the participating machines using FTP
scripts or SCP (Secure Copy) in batch mode.
We introduce a good level of redundancy,
since only a subset of files is needed on the
nodes that do not run the Admin Server.
However, if the Admin Server node fails for
some reason, we can quickly start the Admin
Server on any of the other machines.

Step 5: Node Manager and Managed Server
Start

In this step we want to start the man-
aged servers of the domain. As a prerequi-
site we need to start the node manager on
all involved machines. We use the Ant tar-
get startNodeManager, which calls a shell
script startNodeManager.sh. This script
must contain domain-specific settings (i.e.,
the listen port and the node manager
home), so we use the template approach to
generate it. For all remote machines of this
BEA WebLogic Server domain, we use SSH
commands for remote node manager
starts.

Now we can start the managed servers
using the Ant target startManaged. Since we
want to start a domain with multiple managed
servers we use the Ant task parallel, that pro-
vides fan-out capabilities and greatly reduces
the startup time of a whole domain. 

There was a customer project where we
had to exclude some managed servers from
the parallel server start, since they hosted a
JMS service that was required by all other
managed servers. Consequently, we fired
off these managed servers first. We used the

script startManaged.wlsh to start the man-
aged servers via JMX commands.

Step 6: Application Deployment
This is the final step of the automated

domain setup. We deploy and activate the
business applications on all nodes via JMX
commands. We use the Ant target
deployApps, which calls the WLShell script
deploy.wlsh. We do not have to wait until
the managed servers have switched to run-
ning mode, because we are connected to
the Admin Server, which is already running.
The Admin Server starts a deployment task
and takes care of the application deploy-
ment and activation.

Conclusion
The documented process has already

proven it’s usability during various cus-
tomer projects. 

Revisiting the requirements, we can
state that the proposed solution satisfies
“full automation”, “single-place configura-
tion”, and “domain isolation”. Platform
independence is not fully satisfied because
there are still various shell scripts, which
are not directly supported on Windows
platforms. However, projects can address
this point by using Unix shell implementa-
tions for Windows, e.g. cygwin.

The presented solution was developed
and tested with BEA WebLogic Server 7.0.
WebLogic Server 8.1 introduces some inter-
esting features that we might want to
exploit to streamline this process. These
features include a tighter integration with
Ant, the Configuration Template Builder,
and a batch mode of the Admin Utility.

The proposed approach to setting up a
BEA WebLogic Server domain can easily be
extended to automate some aspects of
domain administration and management
as well. In some customer projects, we
included Ant targets to bounce individual
servers or the whole domain. During load
tests, we implemented Ant targets to
change performance-relevant settings like
JDBC connection pool sizes, number of
worker threads, or JVM configurations for a
whole cluster in a single step.
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In the case of J2EE applications that rely on the
services provided by the application server con-
tainers, implementing parallel and concurrent
processing is an uphill battle. Over time, the Java
messaging services (JMS) API has become a de
facto solution for parallel business logic process-
ing by utilizing the asynchronous messaging fea-
tures offered by the API.

Although JMS provides a solid foundation for
developing J2EE applications that use asynchro-
nous messaging, it does not automatically pro-
duce the desired end result. JMS poses the fol-
lowing challenges:
• JMS provides the pieces to solve the puzzle,

but it does not put the pieces together to
achieve an accurate solution. 

• Even a JMS expert would have to overcome
pitfalls and booby traps on the road to a suc-
cessful implementation.

• Best practices disapprove of the scattering of
complex JMS code throughout an application.

Because of these challenges, a reusable, flexible,

and robust framework must be built to enable
J2EE applications to exploit the asynchronous
JMS features in order to achieve efficient parallel
business logic processing. One such framework
can be implemented by using JMS 1.0.2 and sup-
port for EJB 2.0 message-driven beans in the BEA
WebLogic 6.1 Application Server.

A real-world example of this design strategy result-
ed in a reusable framework that can be used in any
J2EE application development scenario that requires
an asynchronous mode of execution. This particular
instance employed a black-box strategy by utilizing
traditional proxy and command patterns. 

Typical Approach
When possible solutions to parallel business

logic processing are considered, the first approach
that comes to mind is spawning of threads.
Multiple threads can be created to run each busi-
ness task. This may work fine for simple applica-
tions; however, for enterprise applications that
involve critical customer transactions and the
exchange of huge chunks of data between multiple
diverse systems, thread spawning may not be a
robust solution. This type of design can lead to an
interminable pursuit of perfecting the implemen-
tation itself because of the challenges involved in
the management of thread life cycle, maintenance
of the thread pool, management of transaction
atomicity, and elimination of concurrency issues.
An ounce of prevention is worth a pound of cure,

AUTHOR BIOS…

Murali Kashaboina is a lead

software engineer at UAL Loyalty

Services. He has more than six

years of enterprise software 

development experience utilizing 

a broad range of technologies

including J2EE, CORBA, and

Tuxedo. Murali has published 

technical articles for SilverStream

developer center.

Bin Liu is a senior software 

engineer at UAL Loyalty Services.

He has more than five years of

experience developing distributed

applications using J2EE tech

nologies, WebLogic, Tuxedo, 

and C++.

CONTACT...

murali.kashaboina@ualloyalty.com

bin.liu@ualloyalty.com

SERVER

A REUSABLE FRAMEWORK CAN SOLVE PROBLEMS

BY  MURALI KASHABOINA & 
BIN LIU W

hen independent business components

must be executed simultaneously, the

parallel processing of application 

business logic has a direct impact on the performance

of the system; however, parallel processing at the 

application level historically has been challenging to

implement.

Parallel 
Business Logic   

Processing

Parallel 
Business Logic   

Processing



PAGE 27N O V E M B E R  2 0 0 3

so eschew this approach in the first place
and follow a robust design from the outset.

Design Summary
Multiple different strategies were consid-

ered for implementing such a framework.
Certainly there could be myriad implementa-
tion approaches, but the best approach is the
one that takes advantage of the underlying
application server. One such approach was
based on leveraging BEA WebLogic Server’s
high-performance JMS implementation.

The design strategy was based on sending
messages containing action commands
asynchronously to a JMS queue. Based on
the implementation, an action command
can perform any business task on execution. 
The main components in the design are:
• Action command
• Action message
• Facade bean
• JMS handler as a message producer
• Message-driven bean as a message con-

sumer
• Message queue
• Temporary queue

The bean diagram visually depicts the par-
ticipating components, the flow of request
messages from the client of the framework to
the message-driven bean, and the flow of
response messages from the message-driven
bean back to the client (see Figure 1).

Implementation Details
Action Command

The action command represents the actu-
al business logic to be executed. A standard
interface was created for the action com-
mand so that different implementations of
the command can be plugged in based on
different requirements. The command inter-
face defines two important methods, shown
in the following code snippet:

public interface Action extends Serializable{

public void execute() throws Throwable;

public Object getResult();

}

The action command is designed as a self-
contained entity and is expected to contain
the results of business logic execution. The
getResult method returns the resultant
object. This approach guarantees that the
business logic and the results of business
logic execution are completely isolated from
the framework. The framework itself acts like
a black box and only provides the means to
execute the business logic, leaving intricate
business logic details to the actual imple-
mentation of the action command.

Action Message
The action message acts as an adapter to

the action command. The purpose of the
action message is to shield the message-driv-
en bean from dealing with the error condi-
tions and the status of action command exe-
cution. Action message also helps the JMS
handler correlate the messages sent to the
message queue and the messages received
from the temporary queue. The framework
client can check for the status of the action
command execution by inspecting the corre-
sponding action message. The following code
shows the important methods in the
ActionMessage class:

public class ActionMessage implements

Serializable {

………………………….

public boolean hasThrowable() {

return (throwable != 

null);

}

public void execute() {

try {

theAction.exe

cute();

} catch(Throwable t) {

setThrowable(t);

}

}

}

Facade Bean
A facade was incorporated into the frame-

work to prevent the client from knowing the
intricate details of the JMS implementation.
This facade is implemented as a stateless
session bean. The facade bean is an entry
point into the framework – the client of the
framework creates a list of action commands
and sends the list to the facade bean by
invoking the sendAll method. The facade
bean internally delegates the handling of
action commands to a JMS message han-
dler. It is responsible for looking up the JNDI
context for the JMS message queue and con-
nection factory and uses this information to
create its own JMS message handler.   

The timeout value on the sendAll
method is used by the JMS message han-
dler to set the timeout on the messages to
be received from the temporary queue.

There are three main advantages to using
the facade bean. First, it shields the clients
from the intricacies of the JMS implementa-
tion. Second, the method invocation on the
facade bean can take part in transaction
management. Finally, because the EJB con-
tainer pools the facade bean instances, the
JMS resources such as temporary queues,
queue sessions, and queue connections
used internally by each bean instance will
automatically get the pool effect, ensuring
economical utilization of the resources. The
facade session bean supports both remote
and local invocations by defining remote
and local interfaces (see Listing 1).

JMS Message Handler
The JMS message handler is the actual

component that encapsulates the nitty-gritty
details of JMS implementation. The
AsyncMessenger class represents a JMS han-
dler. The facade bean delegates the list of
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action commands to the AsyncMessenger
instance by invoking the sendAll method.
The AsyncMessenger instance first wraps
each action command in an action message
object. It then creates a JMS message
instance of javax.jms.ObjectMessage type.
The AsyncMessenger sets the action message
object as a serializable payload in the JMS
ObjectMessage instance. It also creates a
temporary queue and registers a JMS queue
receiver for receiving the response messages
from the temporary queue. It includes a ref-
erence to the temporary queue in the JMS
message. Finally, it sends the JMS message to
the message queue asynchronously.

Since the execution time for each action
command can vary, the sequence in which
the response messages are received by the
AsyncMessenger may not exactly match the

sequence in which the request messages
were sent. In order to guarantee the exact
mapping of the response message to the cor-
responding request message, a unique multi-
plexing ID is associated with each request
message. This ID is nothing but the index of
the original action command in the list. The
AsyncMessenger sets this ID as an attribute
in the request action message, retrieves it
from the response action message, and uses
it to set the action message in the response
list at the same location as the original
request message was in the input list.

Message Driven Bean (MDB)
An MDB is used as the message consumer

to retrieve and process the messages trans-
ported via a message queue. The EJB contain-
er is responsible for managing the life cycle of
MDBs. At runtime, the EJB container creates
many MDB instances and keeps those
instances in a pool. After creating an instance
in the pool, the EJB container takes care of
subscribing the instance to a specified mes-
sage topic or connecting the instance to the
specified message queue, based on the JMS
information provided in the MDB deploy-
ment descriptor. The main advantage of
using MDBs over custom JMS message con-
sumers is that MDBs are inherently JMS mes-
sage consumers and the EJB container pro-
vides a robust environment for MDBs.
Because MDB instances in the pool can con-
currently consume and process hundreds of
messages, MDBs are capable of providing
higher throughput and scalability than most
traditional JMS message consumers.

In the current implementation, on notifi-
cation of a JMS message, an MDB retrieves
the action message from the JMS Object
message and invokes the execute method
on the action message. This invocation will
trigger the actual execution of the action
command contained by the action mes-

sage. After execution is completed, the
MDB creates a new JMS Object message
and sets the action message as a payload. It
then retrieves the reference to the tempo-
rary queue from the input JMS message
and sends the newly created JMS message
to the temporary queue of the JMS handler.
This point-to-point messaging assures
guaranteed delivery of the response to the
authentic original caller.

Message Queue
Point-to-point (P2P) messaging was cho-

sen for the example implementation
because it offers a guarantee of the message
being processed once-and-only-once by
one-and-only-one message consumer. In
the example case, the business logic should
be executed once and only once, but in tan-
dem. The main component that makes P2P
work is the message queue, which basically
decouples the message producer from the
message consumer. Several message con-
sumers can connect to the same queue, but
the underlying JMS server guarantees that
the message in the queue is delivered to one
and only one message consumer. In the
example implementation, a message queue
is configured as the primary destination for
all the action messages (the MDB instances
being the primary message consumers).

Normally, a message in the queue is
delivered to the consumer in the order it
was placed in the queue. The BEA
WebLogic 6.1 JMS implementation provides
the flexibility of sorting the delivery order
of the queue messages by configuring desti-
nation keys. It enables “LIFO” and “FIFO”
ordering of message queues. To enable
FIFO (first-in-first-out retrieval of the mes-
sages in the queue), the sorting order of the
JMS messages is configured by setting an
ascending destination key in the BEA
WebLogic 6.1 server JMS configuration.

Temporary Queue
A temporary queue is typically used by

JMS clients to participate in request-
response messaging using the JMS point-
to-point protocol. A temporary queue
belongs uniquely to the creating JMS queue
session, and its life spans the entire dura-
tion of the queue session’s connection
unless the temporary queue is deleted.
Unless its reference is transferred to other
JMS clients using the JMSReplyTo header,
the temporary queue is only accessible by
the JMS client that created it. Although
multiple different JMS clients can send
messages to a temporary queue, JMS mes-
sages from the temporary queue can only
be consumed by the JMS queue session
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associated with the JMS connection that
created the temporary queue.

The BEA WebLogic 6.1 Server enables easy
creation of temporary queues. A JMS tem-
plate has to be configured on a BEA JMS serv-
er to enable the creation of temporary queues
in that JMS server. A JMS template provides
an efficient means of defining multiple desti-
nations with similar attribute settings.

In the current framework, the JMS han-
dler creates a temporary queue in order to
receive responses from the MDB that exe-
cutes the action messages. 

Complete Picture
Figures 2 and 3 depict the relationship

and message flow between the component
classes.

Deployment Details
Deployment Descriptors

The first step in deployment is to create
the deployment descriptors for the facade
session bean and MDBs. The XML frag-
ments shown in Listings 2 and 3 ( due to
space limitations, Listing 3 and4 are online
at www.sys-con.com/weblogicsourcec.
cfm). are a sample deployment description.
The next step is to JAR up the EJBs and run

the BEA WebLogic ejbc utility. The final JAR
file is ready to be deployed using the BEA
WebLogic Admin Console.

BEA WebLogic 6.1 Setup
1. Configure the WebLogic JMS connection

factory (see Figure 4).
a. In the left pane of the Admin Console,

click on Connection Factory node and
then click on the “Configure a new JMS
Connection Factory” link in the right
pane.

b. On the General tab, give the connection
factory a name and a JNDI name. Fill in
other attributes as appropriate, and
then click on Create.

c. Fill in the Transactions and Flow
Control tabs, as appropriate. Click on
the Apply button on each tab when
changes are completed.

d. On the Targets tab, target a WebLogic
server instance or a server cluster on
which to deploy the connection factory
by selecting either Servers tab or
Clusters tab.

2. Configure the WebLogic JMS template. 
a. In the left pane of the Admin Console,

click on the Templates node and then

click on the “Configure a new JMS
Template” link in the right pane.

b.On the General tab, specify a name for
the template and click on the Create
button. 

c. Fill in the Thresholds & Quotas,
Override, and Redelivery tabs, as appro-
priate. Click on the Apply button on
each tab when changes are completed.

3. Configure the WebLogic destination key.
a. In the left pane of the Admin Console,

click on the Destination Keys node and
then click on the “Create a new JMS
Destination Key” link in the right pane.

b. On the Configuration tab, specify a
name, sorting property, key type, and
sorting order direction.

c. After specifying all the attributes, click
on the Apply button.

4. Configure the WebLogic JMS Server.
a. In the left pane of the Admin Console,

click on the Server node and then click
on the “Configure a new JMS Server”
link in the right pane.

b. On the General tab, specify the server
name, a store if one has been created, a
paging store if one has been created,
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and select the previously created tem-
plate as a temporary template for the
server.

c. Click on the Create button to create the
server.

d.Fill in the Thresholds & Quotas tab as
appropriate, and then click on the
Apply button to finalize the changes.

e. On the Targets tab, target a WebLogic
Server instance and apply the changes.

5. Configure the WebLogic queue (see
Figure 5).
a. Under the Servers node in the left pane

of the Admin Console, expand the
newly created JMS server instance and
click on the Destinations node.

b.Click on the “Configure a new
JMSQueue” link in the right pane.

c. On the General tab, specify the queue
name and the queue JNDI name.

d.Choose the previously created destina-
tion key from the available list of desti-
nation keys and move it to the chosen
list. 

e. Click on the Create button to create the
queue.

f. Fill in the Thresholds & Quotas,
Override, and Redelivery tabs as appro-
priate; click on the Apply button on
each tab to finalize the changes.

6. Configure the facade session bean and
MDBs.
a. Under the Deployments node on the left

pane of Admin Console, click on the EJB
node. 

b.Click on  the “Configure a new EJB link”
on the right pane.

c. On the General tab in EJB component
pane, specify the EJB name, path to the

EJB jar file and deployment order.
d.Click on the Deployed checkbox to set

the deployment status for the compo-
nent. 

e. Click on the Create button to create the
component.

f. On the Targets tab, target a WebLogic
Server instance or cluster instance and
apply the changes

Usage
Listing 4 shows a sample usage of the

framework.

Benchmarking
Performance benchmarking was con-

ducted with and without the framework on
an airline e-commerce application that dis-
plays passenger itinerary information. The
application retrieves data by interacting
with many heterogeneous data sources,
ranging from relational databases to main-
frame legacy systems. Distinct data access
objects are used to access data from differ-
ent data sources and an aggregator service
component was put into place to interact
with a diverse set of data access objects and
to assemble the retrieved data. 

Without using the framework, the aggre-
gator service would assemble data by invok-
ing data access objects in a synchronous
fashion. In this case, it was anticipated that
the overall response time would be very
high, and the application performance
would be very poor. This expectation was
proved accurate by conducting a load test
on the application: if there are five itiner-
aries on average per passenger, the average
response time to retrieve complete informa-
tion is about 35 seconds. The load test on
the application proved that unless a parallel

and concurrent data retrieval mechanism is
implemented, the optimization of response
times will be exceptionally difficult.

The framework was incorporated into
the application such that the aggregator
service would simultaneously invoke data
access objects asynchronously, and another
round of load testing was conducted on the
application. This test yielded positive
results indicating an average response time
of about seven seconds. Thus, application
performance increased almost five fold by
using the framework.

Conclusion
A reusable, extensible, and robust frame-

work that utilizes the asynchronous fea-
tures offered by JMS and the robust run-
time environment provided by the EJB con-
tainer can solve the problem of parallel and
concurrent business logic processing in
enterprise and mission-critical applica-
tions. The benchmarking of an airline
application running in a BEA WebLogic 6.1
Application Server yielded very positive
response times and higher performance
when the framework was incorporated into
the application for parallel and concurrent
data access from multiple data sources. The
implementation of the framework proved
to be much more robust than the typical
thread-based implementation.
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Listing 1: Facade session bean
public interface Async extends javax.ejb.EJBObject {

public List sendAll(List actionList, long timeout) throws
RemoteException;

public List sendAll(List actionList, long timeout, String orderId)
throws RemoteException;
}
public interface AsyncLocal extends javax.ejb.EJBLocalObject {

public List sendAll(List actionList, long timeout);
public List sendAll(List actionList, long timeout, String orderId);

}

Listing 2: ejb-jar.xml
<enterprise-beans>

<session>
<display-name>AsyncBean Ejb</display-name>
<ejb-name>AsyncBean</ejb-name>
<home>com.uls.common.dao.async.AsyncHome</home>
<remote>com.uls.common.dao.async.Async</remote>
<local-home>com.uls.common.dao.async.AsyncLocalHome</local-

home>
<local>com.uls.common.dao.async.AsyncLocal</local>
<ejb-class>com.uls.common.dao.async.AsyncBean</ejb-class>
<session-type>Stateless</session-type>
<transaction-type>Container</transaction-type>
<resource-ref>

<description />
<res-ref-name>async/ConnectionFactory</res-ref-name>

<res-type>javax.jms.QueueConnectionFactory</res-type>
<res-auth>Container</res-auth>

</resource-ref>
<resource-env-ref>

<description />
<resource-env-ref-name>async/RequestQueue</resource-env-

ref-name>
<resource-env-ref-type>javax.jms.Queue</resource-env-

ref-type>
</resource-env-ref>

</session>

<message-driven>
<display-name>AsyncMDBean</display-name>
<ejb-name>AsyncMDBean</ejb-name>
<ejb-class>com.uls.common.dao.async.AsyncMDBean</ejb-class>
<transaction-type>Container</transaction-type>
<message-driven-destination>

<destination-type>javax.jms.Queue</destination-type>
</message-driven-destination>
<resource-ref>

<description />
<res-ref-name>async/ConnectionFactory</res-ref-name>
<res-type>javax.jms.QueueConnectionFactory</res-type>
<res-auth>Container</res-auth>

</resource-ref>
</message-driven>

</enterprise-beans>

SERVER
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Since the problem described is a common one
with transactional design I thought it might be
valuable to review the design, the problems with
it, and some solutions.

The problem was stated on the newsgroup
thus: 

We have a Session Bean method (with a
“Required” TX attribute) that creates an entity
Bean, and then fires a JMS message that indicates
that it was created. There is an MDB that listens
for this message. When it hears it, it looks up the
entity bean.

The problem is that sometimes the lookup of this
entity bean will throw an ObjectNotFoundExcep-
tion. We have ensured that the JMS message firing
uses the transaction context of the method, so that
the creation of the entity bean and the firing of the
message all takes place within the same transac-
tion (we did this by using the “javax.jms.Topic-
ConnectionFactory”, and using a JMS session that
was not transacted). Also, we have verified that the
entity that gets created exists in the database (at
least it does sometime after the lookup by the
MDB fails).

So, what’s going on here? The creation of the
entity bean and the sending of the JMS message
are in the same transaction, and we know there-
fore that the message will not be dispatched until

the transaction is committed, so why can’t the
logic in the MDB see the new entity bean? The
transaction manager is broken, right?

Well, no. In order to understand this situation,
you need to take a step back and think about the
implementation the transaction manager does.
From the 10,000 ft level, things should be working:
the devil must be in the detail… Let’s go diving!

Let’s Dive for the Devil
A transaction encompasses the entity creation

and the sending of the JMS message, so they will
complete as an atomic unit – either message sent
and entity created or total failure, that’s what the
transaction manager is giving us. However, from
an implementation perspective, we need to look
more closely at exactly when the transaction is
complete. It can’t be when the application (or the
EJB container) calls commit – we know that this
just initiates a set of dialogues between the trans-
action manager and the resource managers,
which is bound to take some time. The comple-
tion will happen some time later, when these dia-
logues are done. Diving even deeper, you may
recall that these dialogues fall into two categories
– the two phases of the transaction (it’s called
two-phase commit, after all) looking at the xa
specification. You’ll find that once a resource
manager has replied affirmatively to a prepare, it
is undertaking to guarantee to make whatever
updates were in the scope of the transaction at
some time in the future. Now we’re getting some-
where – we’ve found a period of time over which
things will be happening behind the scenes;
maybe these asynchronous things are causing
our problem. From a high-level perspective,
given the xa guarantee, the transaction can be
assumed to be complete once the prepare calls
have all succeeded. From an implementation
level, until the commit calls are processed by all
the resource managers we cannot be certain that
we will be able to access the updated database
state, and we have no way of knowing exactly
when these commits will happen – commit pro-
cessing is going on in the background and the
time it takes to perform a commit will vary
depending on factors such as system load,
resource-manager locality, the order the transac-
tion manager sent out commit messages in, and
so on. (This ignores completely the possibility of
failure; imagine the database manager crashing
after a prepare. The commit can’t be processed
until it is brought back online. How long will that
take? Well, it depends on how long it takes to fix
the problem – if the crash is caused by a faulty
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power supply in a machine, then it could
take days waiting for a spare part. This
whole parenthetic discussion then leads
into one of my favorite subjects, the trans-
action abandonment timeout.)

So, the moral of this story is that you can-
not rely on an atomic transaction being
truly atomic in time – it will complete as a
logically atomic unit, sure, but there will
always be amounts of timing jitter involved
in making its results visible across all the
resources it touched.

Danger: Mixed Synchronicity!
It is clear now what the problem is with

the design stated on the newsgroup. The
assumption has been made that this asyn-
chronous transaction processing doesn’t
happen. A race has been set up between the
JMS and the database resource managers to
commit the transaction. When JMS wins,
the message-processing logic assumes the
database has committed too, but it hasn’t –
the commit processing is still going on in
the background, and the ObjectNotFound
exception is thrown.

So much for the theory, how can we fix
the design? There are (as always in architec-
ture of this kind) a few options, ranging
from the hacky workaround to the elegant
rearchitecture.

The hacky workarounds involve coding
round the problem, either with JMS mes-
sage birth times or defensive coding in the
MDB. If the code that creates the JMS mes-
sage sets the birth time for some time in the
future, the JMS system will introduce a
delay into the processing path before it
releases the message. This delay should give
enough time for the commit processing to
complete. That’s a great theory as far as it
goes, but how long should the delay be? As I
already said, the required window will
depend on system load and physical archi-
tecture, and it might vary radically in some
failure conditions. Using this method for a
production system will sooner or later lead
to sporadic failures as loads and deploy-
ment vary, and will incur a support cost and
a reliability loss. So, the defensive coding. A
simple-minded approach might be to roll
back the MDB, have the message redeliv-
ered, and try again; or simply try again after
a pause in the MDB logic itself. That’s well
and good, but what if the scenario isn’t
object creation, but modification? Now you
can’t be certain that the data you’re updat-
ing is the current data (at least, you’ll not be
certain that you’re certain – it depends on

the database’s locking strategy); to code
around this, you add a version field to the
object and implement some kind of opti-
mistic concurrency so that the MDB can
wait until it’s sure it’s operating on the right
version of the data.

The fact that you’re doing all this frantic
coding to work around this issue should be
ringing alarm bells – clearly the architecture
of the application does not mesh well with
the architecture of the infrastructure. The
best solution is to get to the bottom of
why…

It’s Not a Mesh, It’s a Mess!
JMS is all about allowing processes to run

asynchronously with respect to one anoth-
er. JTA is all about making updates that logi-
cally execute atomically, which in turn
implies synchronously (or as near synchro-
nously as reality allows). In this scenario, an
attempt is being made to use JMS as a syn-
chronous calling mechanism – the opera-
tions on the data are clearly related to one
another (synchronous) but for some reason
we have interposed an asynchronous mes-
saging system into the processing flow.
Maybe the most elegant solution would be
to implement the next processing step as an
Entity EJB, call it via RMI, and have it par-
ticipate in the original transaction. All the
updates would be visible to all the process-
ing steps then, since the updated data is vis-
ible before the commit within the transac-
tion. But what if there’s another require-
ment that necessitates the asynchronous
path to the “stage 2 processing”? Well, wrap
the Entity EJB you created in this use case in
an MDB facade and the logic can then be
executed synchronously or asynchronously,
depending on the use case (even better,
maybe the “stage 2 Entity” only offers a
local interface).

As a parting observation, this kind of
tricky asynchronous corner case is not at all
uncommon in building transactional sys-
tems – in fact, it’s more like the norm. TP
systems like Tuxedo, CICS, and others all
offer facilities analogous to the design pat-
tern I just described to handle this kind of
thing. So does the BEA WebLogic Workshop
framework – it builds in this style atop J2EE
and provides a natural, event-driven pro-
gramming model while taking care of this
kind of implementation detail in the frame-
work, again demonstrating the power and
potential of using such a framework to sim-
plify implementation while increasing relia-
bility. 
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How to Secure a
Web Application

The global and anonymous nature of the
Internet means that a Web application can be
attacked from anywhere in the world by individu-
als who frequently cannot be traced. Even if they
are found, international law often makes prose-
cution all but impossible.

Java 2 Enterprise Edition (J2EE) provides many
security features. Understanding when and how
to use these features is complex and error prone.
Furthermore, J2EE security falls short of satisfy-
ing many of the needs of Web application devel-
opers. BEA WebLogic Server implements all of
the J2EE Web application security features and
extends them to help complete some tasks that
are impossible using J2EE APIs alone.

Web Application Security
J2EE provides two basic mechanisms for secur-

ing a Web application.  
• Encryption: There is a mechanism for specify-

ing whether SSL (secure sockets layer) must be
used when accessing a specific URL. When
SSL is used, it ensures that the communica-
tion between the user’s browser and the server
can neither be viewed nor modified by inter-
mediaries. SSL also allows users to verify that
they are sending the (presumably confiden-
tial) information to the intended destination
and not to an imposter.

• Role-based security: Roles, a collection of per-

missions granted to users, allow a site to per-
mit certain users access to different parts of
the site. There is a declarative means of
restricting specific URLs to users who belong
to a set of roles, as well as a programmatic
interface to determine if the current user is in
a specific role.

Sample Web Application
Throughout this article, a sample application is

developed. A skeleton of the application is avail-
able at www.sys-con.com/weblogic/sourcec.cfm.
The skeleton contains all of the Web pages and
deployment descriptors for the Web application
but omits all content not directly pertinent to
security.

The application has been tested on BEA WebLogic
Server 8.1. Besides deploying the Web application,
two things must be done to enable it to run:
• You must create a “Customers” group. This can

be done under the Security >Realms >my-
realm>Groups tab in the console. There is no
need to populate the group, it just needs to be
created. The application will populate it as
needed.

• You must create a user named “weblogic” and
put it in the “Administrators” group. This can
be done under the Security >Realm>myrealm
>Users tab in the console. 

Why these actions are required will be
explained as they arise.

Encryption (SSL)
In order to guarantee confidentiality while

interacting with users, sites generally use SSL to
perform encryption of sensitive pages. In the
browser, SSL is signified by a URL beginning with
“https” instead of “http”.

W
hile security is a concern throughout an

application, it is especially important 

for Web application components. An

insecure Web application leaves a Web site vulnerable

to many attacks, some that require nothing more than

an Internet browser and a small amount of 

knowledge.
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Unfortunately, as is the case with many
security technologies, using encryption
adversely affects performance. For this rea-
son, SSL is typically enabled only for sensi-
tive pages. A sensitive page is any page that
contains confidential data, either outbound
from the server or inbound from the user’s
browser via a form.  There are a few excep-
tions to this rule.

Non-sensitive pages that are in the mid-
dle of an otherwise secure conversation
should generally be encrypted (e.g., an
advertisement in the middle of a purchas-
ing transaction). Besides being convenient
for the developer, many browsers notify
users with a prompt when the browser
changes from an encrypted conversation to
a clear-text conversation. To avoid these
potentially confusing prompts, use encryp-
tion for these nonsecure pages. 

Also, pages that contain forms should be
encrypted if the data to be filled in by the
user will contain sensitive information. For
example, consider a form that requires you
to enter your name and credit card number.
When the form is submitted it must use
encryption to protect the confidential
information, but the form itself, even if it
does not contain confidential information,
should be encrypted as well. This is needed
because browsers generally display a lock
in their bottom margin when a page has
been encrypted. Some users will not enter
secure data into a form if they don’t see the
lock. Note that this lock is irrelevant to
whether the form data, the information the
user actually wishes to secure, will be
encrypted. The lock only signifies that the
form has been encrypted. So, despite the
lock usually being irrelevant, encryption
should be used to ease users’ concerns. 

You can require a page to be encrypted by
specifying a transport guarantee of either

“INTEGRAL” or “CONFIDENTIAL” (see
http://edocs.bea.com/wls/docs81/webapp
/web_xml.html#1019727 for details). 

For a concrete example, consider a very
simple Web application that allows online
shopping. It contains the following files:
• catalog.jsp: Allows browsing and search-

ing of the catalog. Items can be added to
the shopping cart from the catalog.

• shoppingcart.jsp: Displays contents and
allows manipulation of the shopping
cart. Users can either purchase the cart’s
contents or shop further.

• billinginfo.jsp: Gathers shipping
address and billing information and
POSTs it to orderstatus.jsp.

• orderstatus.jsp: Executes the order. If
successful, it displays a success message;
if not, it returns to billinginfo to display
the error and allow the user to correct it.

Figure 1 shows the flow for this site as
well as the required use of encryption. Only
the orderstatus.jsp page requires the use of
encryption, as the post of the form from
billinginfo.jsp contains sensitive data. That
being said, it is recommended that billing-
info.jsp be encrypted as well so that users
see the lock on their browser’s toolbar.
Listing 1 shows a fragment of a web.xml
that would be used to establish these
encryption requirements.

When you specify a <transport-guaran-
tee> that requires encryption, BEA
WebLogic Server will not allow a non-SSL
connection to occur. If a non-SSL connec-
tion is attempted, WebLogic Server will
send a redirection to the browser to cause it
to access the page via SSL. This provides a
convenient means of converting to SSL.
That is, shoppingcart.jsp does not need to
specify that SSL should be used for billing-
info.jsp. The application server will auto-

matically ensure this. For example, in our
example Web application, the link in shop-
pingcart.jsp to go to billinginfo.jsp is:

<a href="billinginfo.jsp"> Checkout </a>

It does not specify HTTPS. WebLogic Server
will ensure that HTTPS is being used. 

Two issues that arise from this behavior
are:
1. You should never rely on this automatic

conversion from SSL for secure form
data. Once the data is sent to the server
unencrypted, it doesn’t matter if it is re-
sent encrypted. By making the form
page encrypted, as the sample Web
application does, it ensures that this
problem doesn’t occur. The request for
the form may be sent twice, first unen-
crypted and then encrypted, but the
secure information in the form data will
only be sent encrypted.

2. There is no way to automatically go back
to non-encrypted communication. If
you never specify a protocol, once SSL is
selected it will be used for the remainder
of the interaction. In our example, all
links back to the catalog explicitly speci-
fy HTTP. Due to its frequent use and
large amount of data (especially pic-
tures), encrypting the catalog would be a
performance nightmare. In our example
Web application, we explicitly specify
HTTP whenever linking to the catalog,
as in the following:

<a

href="http://<%=request.getServerName()%>:<%=requ

est.getServerPort()%><%=request.getContextPath()%

>/catalog.jsp"> Continue Shopping </a>

Role-Based Security
While encryption ensures that data that

SECURITY

FIGURE  1

Site flow requiring encryption

FIGURE  2

New Web application using role-based security
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is being transmitted over the network is
neither being read nor tampered with by
intermediaries, it does this universally for
all users. Role-based security, on the other
hand, is used to break users up into classifi-
cations based on their intended permis-
sions and then to grant access to Web pages
based on these classifications. 

Role-based security should be used in one
of two circumstances. First, when you have
parts of the site that you wish to restrict to a

subset of all users. In our example we will
show how to restrict part of the site to the
“Customer” role, but other roles are possible.
For example, one can imagine adding more
functionality, such as the ability to search
orders, to the site to support customer sup-
port employees.

The second circumstance where role-
based security should be used is when you
need to know the identity of the user. The
username might be needed for complex

tasks such as maintaining statistics about
which pages a user visits but also for simple
tasks such as having a welcome message
that includes the user name. 

The username can be obtained by calling

request.getRemoteUser()

This method only returns the username
after the user has logged in. Prior to logging in,
the user is anonymous and getRemoteUser()
returns null. The simplest way to force a user
to log in is to have them access a protected
page. This forces the container to execute the
login process, after which getRemoteUser()
will return a valid username.

In our example, shoppingcart.jsp
requires login so that we can use the cus-
tomer’s username to look up their shopping
cart in the database. While our sample does
not actually access a database, it does print
the username out in the header.

To add role-based security to the above
sample, we will add the ability to maintain a
permanent record of all customers’ shop-
ping carts and purchases. To accomplish
this, the Web application must ensure that
only authenticated users are allowed to
access the shopping cart. Once the users are
authenticated, the shopping cart and order
information can be stored in a database
associated with the user. Figure 2 illustrates
the new Web application and the use of
role-based security in it. Listing 2 is a frag-
ment of the web.xml used to configure this
security. One feature to note is that there is
no need to add an explicit link to the
login.jsp page from catalog.jsp. Simply link
to shoppingcart.jsp and, due to the <securi-
ty-constraint> and <login-config> tags, the
servlet container presents the login.jsp page
for you. Precisely, it will interpose the
login.jsp form whenever shoppingcart.jsp is
referenced (or any protected page for that
matter) and the current user has not logged
in. Furthermore, if the current user turns
out not to be a Customer, then they will
receive an access-denied error page (i.e.,
HTTP error code 403).

Declarative vs Programmatic
Security

Specifying security in the deployment
descriptor in this manner is called “declara-
tive security.” This is compared to “pro-
grammatic security,” where the security is
embedded in your code. Declarative securi-
ty has some major advantages over pro-
grammatic security:
• Simplicity: Security code tends to be diffi-

cult to write and error prone. Declarative
security allows you to avoid writing

SECURITY

FIGURE  3

New user registration

FIGURE  4

Completed application’s flow
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security code and simply “declare” your
security requirements, the servlet con-
tainer takes care of the rest.

• Ease of maintenance: When security is
embedded in your program (i.e., pro-
grammatic security), a change in securi-
ty means that code must be rewritten.
With declarative security, frequently only
the deployment descriptor needs to be
altered. In our example, for instance, if
the business requirements change such
that only registered customers can
access the catalog, the only change
required would be to modify the <secu-
rity-constraint> tag in the deployment
descriptor. 

• Separation of responsibility: Progra-
mming is typically done by engineers.
Security is typically done by engineers,
business analysts, application deployers,
and others. If the application’s security is
embedded in the code, then only engi-
neers can alter it. By embedding the
security in the deployment descriptor,
the security can be modified post-devel-
opment without an engineer’s involve-
ment.

Online User Registration
Taking this example further, we can add

pages to allow a new user to register. This
flow is described in Figure 3. There is a
“New User” link on the login.jsp form that
takes the user to the newuser.jsp page. On
this page, the user enters a username and
password and then submits the form to
the userstatus.jsp. If the user creation is
unsuccessful, the userstatus.jsp will redi-

rect back to the newuser.jsp page, display-
ing an appropriate error message at the
top of the page. If the user creation is suc-
cessful, userstatus.jsp logs the user in,
prints a success message, and provides a
link for the user to continue to their origi-
nal destination.

One thing to keep in mind as we extend
this sample further is that while Figure 3
shows the login.jsp (and hence the
newuser.jsp) page only being executed
between catalog.jsp and shoppingcart.jsp,
it is possible that it will appear in other
places. Any time an unauthenticated user
accesses a secure page, the login.jsp page
can appear. Even if there are no links to the
other pages (e.g., billinginfo.jsp), a user can
type the URLs into a browser or they can
bookmark the pages. 

After starting out with some argument
processing, userstatus.jsp then creates a
user. J2EE provides no standard mecha-
nism for user creation but BEA WebLogic
Server does via the UserEditorMBean inter-
face. Once a UserEditorMBean is acquired,
all that is needed is to call

userEditorMBean.createUser(username, password,

"");

(The third argument is descriptive text
about the user and not used in this exam-
ple.) This operation is protected and is
available only to users in the Admin role. To
allow userstatus.jsp to execute correctly, it
needs to have a run-as tag to cause it to be
run as an Admin user. The deployment
descriptor code is: 

<servlet>

<servlet-name> userstatus </servlet-name>

<jsp-file> /userstatus.jsp </jsp-file>

<run-as>

<role-name> weblogic </role-name>

</run-as>

</servlet>

Remember to be sure to have created the
“weblogic” user and put it in the
“Administrators” group as described earlier
to ensure this works.

Once the user is created, the servlet logs the
new user in. Programmatically logging in a user
is not supported by J2EE either, but WebLogic
Server allows this via the following lines:

SimpleCallbackHandler callbackHandler = 

new SimpleCallbackHandler(username,

password); 

ServletAuthentication

.authenticate(callbackHandler, 

request);

Finally, userstatus.jsp displays a success
message and a link to continue. The difficulty
here is that the destination of the link could be
any protected page and is not limited to shop-
pingcart.jsp. This is because the authentication
process can begin any time a protected page is
accessed. While J2EE provides no mechanism
for discovering the destination URL, WebLogic
Server gives access to this via the following call:

ServletAuthentication.getTargetURLForFormAuthenti

cation(request.getSession())

One thing to note here is that to make
this work, the new user must be put into
the Customer role. This is accomplished in
a two-step process. First, the Customer role
is mapped to the Customers group (a group
is a collection of users – be sure this has
been created as described above). This
mapping is done in the weblogic.xml file
with the following lines:

<security-role-assignment>

<role-name>Customer</role-name>

<principal-name>Customers</principal-name>

</security-role-assignment>

Next, the Web application utilizes the
WebLogic extension to put the new user into
the Customers group in userstatus.jsp imme-
diately after it is created by calling:

groupEditorMBean.addMemberToGroup("Customers",

username); 

SECURITY

Listing 1
<web-app>

<security-constraint>
<web-resource-collection>

<web-resource-name>
Order Pages

</web-resource-name>
<url-pattern>/billinginfo.jsp</url-pat-

tern>
<url-pattern>/orderstatus.jsp</url-pat-

tern>
<http-method>GET</http-method>
<http-method>POST</http-method>

</web-resource-collection>
<user-data-constraint>

<transport-guarantee>
CONFIDENTIAL

</transport-guarantee>
</user-data-constraint>

</security-constraint>
</web-app>

Listing 2
<web-app>

<security-constraint>
<web-resource-collection>

<web-resource-name>
Customer Pages

</web-resource-name>

<url-pattern>/billinginfo.jsp</url-pat-
tern>

<url-pattern>/orderstatus.jsp</url-pat-
tern>

<url-pattern>/shoppingcart.jsp</url-pat-
tern>

<http-method>GET</http-method>
<http-method>POST</http-method>

</web-resource-collection>
<auth-constraint>

<role-name>Customer</role-name>
</auth-constraint>

</security-constraint>

<login-config>
<auth-method>FORM</auth-method>
<form-login-config>

<form-login-page>/login.jsp</form-login-
page>

<form-error-
page>/login.jsp?errormsg=Login error. Please

try again.</form-error-page>
</form-login-config>

</login-config>

<security-role>
<role-name>Customer</role-name>

</security-role>  
</web-app>

– continued on page  48
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The first question that comes to mind when talk-
ing about JRockit is the comparison between the
JRockit JVM and the Sun JVM. Although this article
does not focus on this distinction, I will present a
brief history of JRockit and then discuss the man-
agement and monitoring features introduced in it.

A few of the major issues with these JVMs are
their ability to handle threads, the time taken for
garbage collection, and the management of I/O
operations. In a typical client-side application pro-
file, 75% of the time a client JVM is running code,
20% of the time it’s managing memory (garbage
collection), and the remaining 5% of the time it’s
dealing with threads and I/O activity. On the serv-
er side the JVM spends about 25% of its time run-
ning code, 15% of its time managing memory, 30%
managing threads, and 30% performing I/O.

JRockit was introduced by Appeal Virtual
Machines, based in Stockholm, Sweden, and
acquired by BEA in 2002. JRockit offers alternative
thread management and memory management to
fit the needs of these server-side applications. It
also introduces a more adaptive code optimiza-
tion based on runtime monitoring information.

JRockit is fully J2SE certified.  A handful of core
classes have been modified for better perform-
ance, but the majority of classes are unchanged
from the Sun JVM.

Interpreter Versus Compiler
A key distinction between JRockit and tradi-

tional JVMs is that JRockit does not interpret

code. Instead it uses a fast JIT compiler to com-
pile all methods it encounters. The result of this
is slower start-up times and a larger memory
footprint, but faster execution times in the long
run.  During execution, a background thread is
constantly looking for frequently run code.
Such code is aggressively optimized and
replaced during runtime. This is called adaptive
optimization.

Runtime Management Console
JRockit comes with the JRockit JVM Management

Console, which currently is not included with any of
the commonly used JVMs. The management con-
sole comprises a management server and a stand-
alone Swing application that is the console. You can
turn on the management server by passing the fol-
lowing flag to the JVM on start-up:

"-XManagement” 

An interesting note is that the console can be
used with any JVM, not just JRockit. You can start
the console by using the following command:

"java -jar <jrockit-install-

directory>/console/ManagementConsole.jar"

Figure 1 shows how you can use the console to
connect to the server.

I have changed the default Medical Records appli-
cation that ships with BEA Platform 8.1 to use the
JRockit JVM. Figure 2 shows the command window
when the BEA WebLogic Server is starting up. Note
on the top that I have enabled the JRockit manage-
ment server. Towards the bottom of the window you
can see that I am connecting to the management
server using the management console.

When you talk about monitoring, there is
always a performance impact that you have to
accept when you are monitoring information.
The JRockit management console can be run on
the server or a remote machine, thereby reducing
the overhead on the server. However, there is still
some overhead on the monitored JVM. I recom-
mend running the management console to moni-
tor the JVM when needed (when you see prob-
lems) and then disconnect, so that there is mini-
mal impact on the monitored JVM. The console
has a notification feature that can trigger alerts
based on thresholds for various variables. A few
interesting events are
• CPU Load
• % of Used Heap
• Free Physical Memory
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• JVM Absolute CPU Load 
• % of Used Memory
• Average Time Spent in GC

Figure 3 shows some of the monitoring
information that you can see regarding the
Medical Record application as users are
connecting to it.

The console also allows profiling of user-
specified methods, showing the number of
times a given method is invoked.  This is
roughly like a profiler, but the user must
specify the class and method.  Similarly, the
console can be used to count the number

of times an exception was thrown. The user
must specify the exception to be counted.

Integration with the 
WebLogic Console

Many developers, and especially the
operations departments, complain that
they have to use still another console. This
is not true with JRockit. The standard
WebLogic console integrates with the
JRockit management server. You can get
the same monitoring capability that you
get using the JRockit management console
through the standard BEA WebLogic con-

sole. However, remember that the
WebLogic console can also be used to
monitor the JRockit JVM, not any other
JVM. This is primarily due to the lack of
available monitoring features in other
JVMs.

JRockit Runtime Analyzer Tool
The JRockit JVM is instrumented to pro-

vide runtime behavior regarding the Java
application. Such information was not
available previously. Various tools take an
outside-in, after-the-fact approach on try-
ing to extract such information by hooking
into the JVM. The inside-out approach
taken by JRockit provides more accurate
information with less performance impact.

The JRockit Runtime Analyzer is used by
BEA engineers internally to tune and refine
the JVM. Only recently has BEA opened this
to the entire BEA community. You can
download this tool from the BEA site and
use it to analyze your own Java applications.

Summary
This article talked about the manage-

ment and monitoring capabilities of the
JRockit JVM. Although monitoring always
has some impact on performance (and
don’t believe anyone who says otherwise),
the ability to monitor your applications
through your development life cycle and in
production environments is key.
Monitoring allows you to quickly identify
and pinpoint problems and defects. The
rich data that monitoring can provide can
have a huge impact on the overall robust-
ness of your applications.

References
• BEA WebLogic JRockit 8.1 on Dev2Dev

from BEA: http://dev2dev.bea.com/
products/wljrockit81/index.jsp

FIGURE  1

JRockit connection

FIGURE  2

WebLogic startup command window

FIGURE  3

Monitoring information

MANAGEMENT
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PRODUCT REVIEW

Suppose you’ve developed
your suite of applications, stan-
dardized to J2EE, and are now
awaiting the J2EE benefits for
monitoring these applications.
You have a consistent series of
applications, so adding
advanced monitoring capability
should be fairly straightfor-
ward. Unfortunately, you soon
find that frequently this is not
the case. Most monitoring
applications are built to sup-
port a variety of architectures.
This may be a strength for some
production environments, but
as a consequence, these solu-
tions aren’t taking advantage of
much of what J2EE offers.

Cyanea is now a BEA Star
Partner and Cyanea/One pro-
vides consistent capability for
both application servers.  Once
installed, Cyanea/One provides
a suite of features that offer
automatic coverage for all of
your J2EE applications – no
intrusive instrumentation is
needed. It also works inde-
pendently of your J2EE applica-
tions so there is no need to
modify or even access your
application code. And even
though you have done nothing
to your applications, you have
the ability to view them from an
enterprise level all the way
down to specific method or
thread-level detail.

I recently had the opportuni-
ty to try out Cyanea/One on the
BEA WebLogic Server and was
fairly impressed. You get a
sense of the overall high quality
of the product when the initial
application overview screen
appears. It is a very clean, easy-
to-read view of all application
server groups and their associ-
ated volume throughput (see
Figure 1). If there is a problem
with one of the applications,
simply drill down on that appli-
cation and additional detail is
provided. The application serv-
er groups can be customized
and removed from the view as
needed. In addition to volume
throughput, you can see the
average response time for the
group as well as a comparison
of that response time to histori-
cal performance. It would be
nice if additional statistics were
available as alternative high-
level application views, but the
view gives you enough to know
that something could be wrong
or that everything is working
fine.

I created a problem: a vast
number of requests was assault-
ing the database for the sample
application! Sure enough, the
application overview showed
that there was a problem and I
drilled down to determine the
problem. The next view, “In-

Flight Request Search,” lists all
of the current requests being
processed by the application
server. You can easily sort it by
the total resident time to deter-
mine any long-running transac-
tions. Hung transactions or
threads are easily called out
within this view as well.

You can then drill down on
the particular thread that inter-
ests you and the resulting
“Request Detail” provides a
summary of the thread, includ-
ing the last SQL that was run.
From there, specific methods
can be viewed, and requests
can be cancelled or repriori-
tized. The drill-down capabili-
ties are intuitive and it is fairly
easy to determine the cause of
most of the problems. The sta-
tistics for these views are not
configurable, but seem to pro-
vide most values that you
would need to do standard
analysis. For example, at the
method level Cyanea shows you
the entry/exit points along with
corresponding response times
and CPU times for that method
invocation, in addition to the
SQL statements called within
that method. 

Another nice view of an
application server or server
group is the System Resources
overview (see Figure 2). This
view provides an easy-to-
understand graphical view of
the major components of the
application server and allows a
quick understanding of possi-
ble problem causes. JVM CPU
usage, JVM memory usage,
database connection pools, and
transaction failure values are
provided, and each can easily
be drilled down for additional
detail.

I was really impressed with
the variety and usefulness of
the standard reports. The
reports are built within the
overall application paradigm,
so drilling down is a standard
capability (see Figure 3).
Custom reports based on spe-

Licensing Info:
Cyanea/One is licensed 
by number of CPU's per
managed server running in
the customer environment.
[so for example a 4 CPU
server would require 4 licens-
es; the managing device or
"Managing Server" is includ-
ed at no charge, regardless
of the number of CPU's]

System Requirements:
Managing Server:
OS: Linux, Sun Solaris, 
IBM AIX
Database: Oracle, DB2

Managed Servers:
OS: Linux, MS Win2K Server,
Sun Solaris, HP-UX, IBM AIX,
z/OS, and OS/390
Database: Oracle, DB2

Cyanea/One from
Cyanea
AN OUT-OF-THE-BOX TOTAL PRODUCTION 

MONITORING SOLUTION

Reviewed by Jason Snyder
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cific metrics can easily
be created for possible uses like
memory leak analysis, or capac-
ity planning and workload
characterization efforts.
Another reporting feature I
liked was the ability to e-mail
any report in PDF format. As
anyone who has been on late
night call can attest, nothing
beats the ability to see the data
instead of having support
describe the situation.

The same reporting area,
“Performance Analysis and
Reporting,” allows access to his-
torical information. Historical
transactional data is stored at the
detail level using unique
instances of each request, not an
aggregate thereof. The user can
define what is stored. All requests
against all servers can be stored,
but it is generally recommended
that only a certain percentage be
saved. Each customer can specify
the specific percentage based on
server status. In the current ver-
sion, this percentage is a global
setting; the next release (2.1) pro-
vides a percentage setting for
each server and is shipping now.
In addition, server availability,
transaction throughput, and
response times are continuously
monitored against historical per-
formance and can be graphically
displayed.

A related feature is called
“Monitoring on Demand” and
provides a variable server moni-
toring level to minimize impact.
When everything is running
smoothly, less information
needs to be persisted than when
there are known problems. 

Another useful area is the
Server Statistics overview that
allows you to display customiz-
able metrics for particular
servers of interest, as well as
select thresholds that can visu-
ally alert you when they are
exceeded. Other thresholds can
be set with the Traps and Alerts
area that can notify you if a cus-
tomizable system or application
condition is met. You can trap

not only for
“standard” events such as heap
size utilization or DB connec-
tion pool percentage, but also
for application-specific events
such as “request A is hung for
more than x seconds” or
“method y is invoked more than
z times in a single request.”

It is important to note that
Cyanea does not support stand-
alone Java applications (non-
J2EE) at this writing. The next
version will display non-J2EE
threads that are started by J2EE
applications, but the reality is
that Cyanea is a J2EE applica-
tion monitoring solution. 

Conclusion
For a J2EE production envi-

ronment, Cyanea/One offers an
out-of-the-box total production
monitoring solution. Installation
and setup are straightforward
and easy. Any J2EE application
within your enterprise suite can
be included automatically once
Cyanea/One is installed. 

Cyanea/One also provides a
thin-client interface, advanced
memory/heap analysis features,
granular historical data collec-
tion, and the ability to change
the monitoring scope at a JVM
level dynamically, and to do so
without having to restart the
app server. It truly is a complete
J2EE application monitoring
solution.

PRODUCT REVIEW

FIGURE  1

Application overview screen
FIGURE  2

System Resource overview

FIGURE  3

Drilling down into the application
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To pinpoint the problem accurately you need
to have a thorough understanding of the symp-
toms, be prepared to do a fair amount of inves-
tigative work, and then you must determine the
proper remedy. This article offers a discussion of
some of the most common types of J2EE applica-
tion performance issues and their causes, fol-
lowed by suggested guidelines for properly diag-
nosing and eliminating them. 

The Symptoms
What are the symptoms of a WebLogic applica-

tion performance problem? The symptoms you
see guide your search through all possible illness-
es. Get a notebook and start asking people for
data. Try to separate speculation and theory
about the root cause of the problem from hard
evidence about the system’s behavior. Here’s a list
of common symptom sets:
• Consistent slowness: The application is simply

always too slow. Changing environmental fac-
tors (load, number of database connections)
doesn’t change the overall response time
much.

• Slower and slower over time: The system gets
slower and slower the longer it runs (under a
fairly consistent load). Perhaps a threshold is
(eventually) reached and the system locks up
or melts down with a deluge of errors.

• Slower and slower under load: The applica-

tion keeps getting slower and slower with each
additional user. If users are kept off the sys-
tem, it “cools down” and returns to normal.

• Sporadic hangs or aberrant errors:
Occasionally (perhaps based on load or some
other condition), users see hangs where pages
simply never complete or error pages with an
exception and a stack trace. The number of
hangs may vary a bit, but never seems to go
away completely, even after a “burn in” period. 

• Foreseeable lock ups: Hangs or errors happen
a bit at first, but accelerate over time until the
system locks up entirely. Typically these are
accommodated with “management by
restarts.”

• Sudden chaos: The system runs fine, with
more or less acceptable and consistent per-
formance for some period of time (could be an
hour, could be three days), when “suddenly,
for no reason at all,” it starts spewing errors, or
else locks up.

Why Is Problem Diagnosis So
Complicated?

There is no set formula that you can apply to
derive the performance for a particular usage
pattern of a WebLogic application (in hard real-
time engineering, techniques like rate monotonic
analysis can do exactly this, but let’s ignore that
for the purposes of this article). The resulting per-
formance is sensitive to whether or not another
system somewhere else on the network is hitting
a shared back-end service hard. Perhaps it’s also
dependent on matching the exact versions of the
JDBC driver and the database. Maybe a developer
wrote some code three years ago that happened
to swallow a particular type of exception and the
feedback you desperately need to solve the prob-
lem is contained in that exception.

In essence, the performance of a typical busi-
ness system is an emergent property resulting
from thousands of interacting variables and deci-
sions. Like a human body, there are too many
interlocking parts and processes to comprehend
the totality of the domain. So we simplify, and
look for overarching patterns.

The Diseases
What are the possible root causes for the

symptoms you’re seeing? Is it your basic flu or the
beginnings of pneumonia? Is the underlying
problem internal to the application or is it exter-
nal to its JVM? See Table 1 for some of the most
common causes of poor application perform-
ance. 
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Measuring Vital Statistics 
As the person charged with diagnosing

the problem, you should be able to keep
track of vital statistics about the health of
your WebLogic application. What can you
measure? What tools are available to help?
• Total memory in use: At various levels

(JVM heap, OS), Java heap profilers pro-
vide visibility into the exact usage of the
heap; tools like top, vmstat, and
Windows Perfmon give visibility into
memory usage at the OS level. For a
simple aggregate view of the Java heap
try turning on –verbose:gc if available in
your JVM.

• CPU time: In aggregate (available via top
and so forth), per component or per
method. Some of these metrics can be
obtained through the WebLogic Admin
Console. They are also available via a Java
profiler.

• Wall-clock time (a.k.a.“real” time): Per
transaction, per component, per method;
viewable as statistical averages or individ-
ual data points. Java profilers can yield
some of this data, though an application
monitoring solution is probably your best
bet. 

• Internal resources: Number allocated,
number in use, number of waiting
clients, average wait time to obtain a
resource, average time spent using the
resource, average time it takes the
resource to accomplish requested work.
Application servers typically give some
minimal visibility into these numbers.

• External resources: Number allocated,
number in use, number of waiting
clients, average wait time, plus measure-
ments directly on the external system
such as its view of how quickly it’s com-
pleting requested work. Don’t forget that
the operating system and hardware that
the application server run on are “exter-
nal resources” as well – e.g., are you
using too many processes or ports?
Measuring these resources comes in two
forms – measuring the bridge layer to
that resource from inside the JVM and
measuring the external resource with a
tool native to that resource.

• Network utilization: Bandwidth usage,
latency. Network sniffers and equipment
give insight into this, though OS-local
tools like netstat can help too.

• System state: Use thread dumps, logs
and trace files, stack traces, etc. Or at a
deeper level, use values of variables as
seen under a debugger.

PERFORMANCE

TABLE  1

Some common causes of poor application performance

“DISEASE” DESCRIPTION SYMPTOMS CAUSES OR CURES
Linear memory 
leak

Exponential 
memory leak

Bad coding:
infinite loop

Resource Leak

External
bottleneck

Over-usage of 
external system

Bad coding: 
CPU-bound 
component

Layer-itis

Internal resource 
bottleneck: over-
usage or under-
allocation

The Unending 
Retry

Threading: 
chokepoint

Threading: 
Deadlock /
Livelock

Network
saturation

Most commonly, it’s your basic
order-of-acquisition problem.

High latency or basic inability to
route all the requested packets
results in timeout exceptions, hangs,
livelock, etc.

Sudden chaos

Consistent slowness

Slower and slower 
under load

Sporadic hangs or 
aberrant errors

Treatment options include master
lock, deterministic order-of-acquisi-
tion, and the banker’s algorithm.

This may be a troublesome system
flooding the network, or it could be
time to upgrade the infrastructure
(either a faster network or a router
with better throttling to avoid similar
problems in the future)

The J2EE application abuses a back-
end system with requests that are
too large or too numerous. 

This is the common cold of the J2EE
world. One bit of bad code or a bad
interaction between bits of code
hogs the CPU and slows throughput
to a crawl.

A poorly implemented bridge layer
(JDBC driver, CORBA link to legacy
system) slows all traffic through it to
a crawl with constant marshalling
and unmarshalling of data and
requests. The disease is easily con-
fused with External Bottleneck in its
early stages.

Internal resources (threads, pooled
objects) become scarce. Is over-uti-
lization occurring in a healthy man-
ner under load or is it because of a
leak?

This involves continual (or continous
in extreme cases) retries of a failed
request

Threads back up on an over-ambi-
tious synchronization point, creating
a traffic jam.

Slower and slower 
under load

Sporadic hangs or 
aberrant errors

Foreseeable lockup

Sudden chaos

Slower and slower 
under load

Sporadic hangs or 
aberrant errors

Foreseeable lockup

Sudden chaos

Under-allocation: increase the maxi-
mum pool size based on highest
expected load. Over-usage: see
Over-usage of External System.

It might just be that a back-end sys-
tem is completely down. Availability
monitoring can help there, or simply
differentiating attempts from suc-
cesses.

Perhaps the synchronization is
unnecessary (with a simple
redesign) or perhaps more exotic
locking strategies (e.g.,
reader/writer locks) may help. 

Eliminate redundant work requests,
batch similar work requests, break up
large requests into several smaller
ones, tune work requests or back-end
system (e.g., indexes for common
query keys), etc.

The typical big win is a cache of
data or of performed calculations. 

Check version compatibility of
bridge layer and external system.
Evaluate different bridge vendors if
available. Re-architecture may be
necessary to bypass the layer alto-
gether.

Consistent slowness

Slower and slower 
under load

Consistent slowness

Slower and slower
under load

Consistent slowness

Slower and slower 
under load

A per-unit (per-transaction, per-user,
etc.) leak causes memory to grow
linearly with time or load. This
degrades system performance over
time or under load. Recovery is only
possible with a restart.

A leak with a doubling growth strat-
egy causes an exponential curve in
the system’s memory consumption
over time.

Threads become stuck in while(true)
statements and the like. This comes
in CPU-bound and wait-bound/spin-
wait variants.

JDBC statements, CICS transaction
gateway connections, and the like
are leaked, causing pain for both
the Java bridge layer and the back-
end system.

A back end or other external system
(e.g., authentication) slows down,
slowing the J2EE app server and its
applications as well.

Consistent slowness

Slower and slower 
under load

Consult a specialist (responsible
third party or system administrator)
for treatment of said external bot-
tleneck.

Slower and slower 
over time

Typically, this is caused by a missing
finally block or a more simple fail-
ure to close() the objects that repre-
sent external resources.

Foreseeable lockup

Foreseeable lockup

Sudden chaos

This is most typically linked with a
resource leak, though many exotic
strains exist (for example, linked-
list storage of per-unit data or a
recycling/growing buffer that does-
n’t recycle).

This is typically caused by adding
elements to a collection (Vector,
HashMap) that are never
removed.

You’ll need to perform an inva-
sive loop-ectomy.

Slower and slower 
over time

Slower and slower 
under load

Slower and slower 
over time
Slower and slower 
under load
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Lab Work
Sometimes the data obtained during one

benchmark run will not reveal the answer.
And chances are that you will have a limit-
ed budget for running experiments and
doing lab work to complete your diagnosis.
What kinds of experiments can you run?
What variables can you change or watch?

• Try watching the system’s behavior over
time. Apply a constant load and watch how
your measurements vary as time passes. You
might see some trends in as little as an hour,
or they might take a couple of days. For
instance, you might see memory usage
increasing over time. As the amount of mem-
ory in use reaches its upper limits, the time
the JVM spends garbage collecting and the

time the OS spends thrashing the memory
pages around starts to weigh down the aggre-
gate response time of your users’ transactions.
Full garbage collections might be so long as to
cause timeouts and exceptions on any in-
flight transactions when the GC was kicked
off. Start looking for a resource or memory
leak.

• Try varying the load on the system. Pick
three or four workloads (say, 10, 50, and 100
users) and collect data at each of them. Plot
your measurements against these loads. You
may find, for example, that while your
account login servlet responds in less than 50
milliseconds no matter what, the sales tax
calculation EJB gets slower and slower linear-
ly with an increasing number of users. If the
difference in that EJB’s performance under
load explains the bulk of the aggregate
response time’s performance under load,
then it’s time to dig deeper into that compo-
nent. Be sure to also try backing off the load
and seeing if the system recovers or not.

• Try compartmentalizing the system and
stressing the individual parts in turn. Pick
one or more axes of compartmentalization.
The primary one is tiers of the system: load
balancer, Web server, WebLogic Server, and
back end. Other examples include user
accounts, internal components, transaction
types, and individual pages. Let’s say you
pick user accounts. Run some load under
user A’s account and then some load under
user B’s account (which is hopefully quite
different); compare various measurements
between the two runs. Or, take the back-
end systems you use in turn and stress
parts of the application that use each back
end heavily. Which axis of compartmental-
ization you pick will depend entirely on
which theory you’re trying to prove or dis-
prove. Here are some ideas:
– If a particular user’s logon seems to trig-

ger a problem, it might be that user’s
account profile (e.g., loading the full
purchase history of 2,000 orders), or it
might be the way he uses the system
(e.g., order of page accesses or exact
query string he uses to search for a par-
ticular document).

– If you’ve got a clustered system, try com-
partmentalizing by individual machines.
Despite best efforts, sometimes boxes
don’t have the latest app server or OS
patches, which can contribute to differ-
ent performance characteristics. Also,
pay attention to the load balancer or
nanny process to see if it’s distributing

work fairly and keeping up with inbound
requests.

Diagnosis: Testing Your Theories
At this point, you should have enough

information to form theories about the
cause of the performance bottleneck (see
Table 1). To confirm that your theory is cor-
rect or to differentiate between multiple
competing theories, you’ll need to analyze
more information or run additional bench-
marks on the system. Here are a few guide-
lines to help you out.

• To distinguish between poor coding
(either an application component or layer-
itis) and a bottleneck (internal or external),
try looking at aggregate CPU usage. If it
doesn’t vary under load but overall
response time does, then the application is
spending most of its time waiting.

• Just because it appears to be a problem with
an external resource doesn’t mean you can
immediately blame it on that resource. Layer-
itis or a networking problem, for example, can
cause the database to appear slow even
though it’s not. Or, more simply, your demands
on that database could be unreasonable (2
million row joins across three tables, each time
a user logs in). Always compare response times
at the bridge layer (e.g., JDBC driver) with
those provided by the resource or a tool native
to it (e.g., DBA Studio).

• Architectural diagrams help you under-
stand overall interactions inside the sys-
tem, but don’t forget that the map is not the
territory. Coding mistakes or misunder-
standings of architectural intent may make
the actual behavior of the system vary from
what’s expected. Trust hard numbers from a
performance tool more than a document
claiming that only one SQL statement will
be issued per user transaction.

• Apply Occam’s razor. Let’s say your two
competing theories are that either there’s a
poorly coded component in the 2 million
lines of code system that wasn’t integrated
until last week, or that the JVM’s Just-In-
Time compiler is creating bad machine
code which is destroying the memory
integrity of this variable. Unless you have
specific data to prove otherwise (and I have
seen the second happen), investigate the
first theory more fully than the second one.
J2EE systems are prone to byzantine fail-
ures, but don’t let that dissuade you from
testing a simpler theory first.

PERFORMANCE

TABLE  2

Application performance is slower and 
slower under load.

Load (# users) Round-trip wall-clock time (ms)

10 300

50 471

100 892

150 1067

TABLE  3

The problem seems to be a “waiting”
bottleneck

Load Round-trip Aggregate CPU

(# users) wall-clock time (ms) time (%)

10 300 30

50 471 33

100 892 37

150 1067 41

TABLE  4

Is the problem a slow SQL statement?

Load # of threads waiting for JDBC query

(# users) database connection wall-clock time (ms)

10 2 58

50 3 115

100 3 489

150 4 6120 4

6

TABLE  5

The SQL statement is actually slow 
in the database.

Load JDBC query wall-clock DB SQL execution 

(# users) time (ms) wall-clock time (ms)

10 58 43

50 115 97

100 489 418

150 612 589
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• Absence of errors in the log file does not
imply absence of errors. Exceptions don’t
get written to logs for many reasons; per-
haps a programmer thought that some-
thing would “never happen” and swallowed
the exception, or perhaps some component
has a fallback mechanism it can use and
therefore doesn’t log the first failure.

Example Diagnosis
Let’s step through an example.  Your

WebLogic application exhibits the symp-
tom of increasing slowness under load. The
more users you pile on, the slower things
get. Once the load is removed, the system
cools down with no side effects.  You meas-
ure this primary symptom and find the fol-
lowing (time measurement is for end-to-
end completion of a single typical transac-
tion) and get the results shown in Table 2.

You form a few theories. Perhaps the dis-
ease here is a badly coded component or
perhaps it’s a bottleneck on a back-end sys-
tem. It could be a synchronization choke-
point.  How can you tell the difference?
Suppose you also measured aggregate CPU
usage of the application server during the

load runs and got the results shown in
Table 3.

It looks like the system isn’t CPU bound,
which means that it’s spending most of its
time waiting. But is it internal (a synchro-
nization traffic jam, for instance) or exter-
nal (slow database)? Well, let’s suppose we
gather a few more numbers and come up
with Table 4.

It doesn’t appear to be an internal bot-
tleneck waiting for database connections
– instead, it appears to be the JDBC query
itself.  Not only does the JDBC query vary
with the overall transaction time, but its
poor performance explains the bulk of
the overall poor performance. We’re still
not quite done, though. You still have
three major theories to sort through: Is it
the database itself that’s slow, is the
application making unreasonable
demands on the database, or does the
problem lie in some layer between the
application and the database? You pull up
the database’s vendor-specific tool to see
response times from its point of view.
You’d hope to see numbers such as those
in Table 5. 

If you didn’t see this information, then you
might dive back into the JDBC driver and
hope to find some sort of synchronization
problem inside it (remember, the CPU isn’t
overwhelmed). Fortunately, in this case
you’ve narrowed the specific problem down
to a database query. Figuring out if the
query’s demands are reasonable enough
requires some domain knowledge and
familiarity with the system, but perhaps in
this case it simply turns out that the query
compares an unindexed field against a for-
eign key. You work with the DBA, who
changes the indexing scheme to make this
query faster, and you’ve found your cure.

Conclusion
Diagnosing a performance bottleneck in

a WebLogic J2EE application can be a diffi-
cult journey. Keep your wits about you, sep-
arate fact from speculation, and always
confirm your hypotheses with hard evi-
dence. Hopefully I’ve given you a taxonomy
of useful ideas to think about and experi-
ment with. Like debugging, this is still a
black art but careful thinking will see you
through. Good luck!
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Programmatic Security
Programmatic security, while supported by J2EE, is risky busi-

ness. It tends to lead to inflexible and error-prone code. One
good use of the programmatic security APIs, though, is for per-
sonalization. Imagine extending our example above to include a
link off the catalog page that allows you to update the catalog
entry via updateentry.jsp. This link is applicable only to users in
the CatalogAdmin role. The following code in catalog.jsp would
introduce a conditional link for updateentry.jsp. This link will be
visible only to users in the CatalogAdmin role in much the way
the "Logout" link is visible only when a user is logged in.

<% if  (request.isUserInRole("CatalogAdmin")) { %>

<a href="updateentry.jsp?productid=<%=getProductID()%>">

Update Catalog Entry</a>

<% } %>

This code assumes that updateentry.jsp takes a productid
argument and that a getProductID() method exists to return the
ID of the product currently being displayed.

Bringing It All Together
Figure 4 illustrates the completed application’s flow describing

both encryption and role-based security. While encryption and
role-based security must be combined to ensure security in a

Web application, they are used for different purposes.
Encryption is used to ensure security of data on the network.
Role-based security is used to categorize users and grant permis-
sions to them based on their categories. J2EE provides mecha-
nisms of enabling both of these security features via the Web
application’s web.xml file. Furthermore, J2EE provides some
standard mechanisms for programmatic security, such as access-
ing the user’s name.

BEA webLogic Server’s security extensions, such as the
UserEditorMBean and the GroupEditorMBean, can be used for
user management. User management features are not included
in the J2EE standard. In our example, we used these user man-
agement features to implement online user registration, a feature
common to many Web sites.

BEA WebLogic Server also extends programmatic security,
enabling a programmatic mechanism of logging into the server. By
using ServletAuthentication.authenticate() and  ServletAuthentica-
tion.getTargetURLForFormAuthentication(), our sample demonstrat-
ed how a user could be programmatically logged in and redirected to
their original destination.

These WebLogic Server extensions are designed to dovetail
with the security features available for Web applications in
J2EE. They fill gaps in the standard J2EE security functionality,
allowing the implementation of richer and more functional
Web applications. 

– continued from page 38
SECURITY
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Introduction To ebXML in 
WebLogic Integration 8.1
With today’s increasing demand for businesses to
communicate with each other, B2B Integration holds
the key to successful e-commerce collaboration.
ebXML-Messaging provides an XML-based infrastruc-
ture to enable a consistent, secure, and interoperable
message exchange.

Performance Improvement of a 
J2EE Application
In the real world, managing a production system is all
the more difficult when the future environment in
which the system will run isn’t taken into account in
the design phase. System re-engineering is a simple
task when consideration is given to the boundaries
and context of the application.

The Cost of Marshalling
The cost of marshalling may not be as expensive as
most of us thought it would be. Passing objects by
reference when in the same .ear file is the most effi-
cient way to handle it.

Create Command-line Scripts Out of 
Your Domain Configuration
conf2admin is a utility that uses XSLT to generate a
set of command-line scripts for a WLS domain config-
uration. It enables a WLS administrator to generate a
script to reproduce a WLS domain at a later date.

Configuring WebLogic 7.0 
JDBC Connectivity
This tutorial explains the configuration of WebLogic
7.0 JDBC with the Oracle 8.1 database server. It will
include sections on the connection pool, multipool,
datasource, and datasource factory
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LOOK WHAT’S
COMING NEXT 
MONTH
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News & DevelopmentsNews & Developments
BEA Launches Developer
Extensibility Program 
(San Jose, CA) – BEA Systems,
Inc., the world’s leading appli-
cation infrastructure company,
has launched the BEA Controls
and Extensibility Program,
which is designed to help inde-
pendent software vendors
(ISVs) easily and quickly inte-
grate with BEA WebLogic
Platform 8.1. 

The new program provides
ISVs with free software, techni-
cal resources,
testing services,
and marketing
support to help
make it easier for them to reach
Java developers and accelerate
the adoption of their applica-
tions within the BEA customer
base. Developers will find it
easier to customize the
WebLogic Workshop develop-
ment environment to better
suit their needs and provide a
standard infrastructure for
building and integrating appli-
cations and technologies within
the WebLogic Platform.
www.bea.com

Actuate Integrates e.Report Engine
with WebLogic Workshop 8.1
(South San Francisco) –
ReportingEngines, a division of
Actuate Corporation and
provider of embedded report-
ing solutions
for the J2EE
platform, has
released the
Formula One e.Report Engine
for BEA WebLogic Workshop.
The e.Report Engine for BEA
WebLogic Workshop offers
developers a fully integrated
Java reporting toolset that can
be used as part of every project
to design, preview, compile,
and deploy reports for any
application without leaving the
WebLogic Workshop environ-
ment. 

Developers will utilize a fully
integrated WebLogic Workshop

Control that enables reports to
be built in a wizard-driven,
point-and-click manner from
JDBC, BEA Liquid Data for
WebLogic, XML data streams,
and in-memory Java objects.
www.ReportingEngines.com,
www.actuate.com

SandCherry Releases AppDev
VXML
(New York) – SandCherry, Inc., a
provider of software for cost-
effectively developing, testing,
and deploying advanced
speech-enabled services, has
announced the availability of
AppDev VXML, an integrated
voice-application development
tool designed for BEA WebLogic
Workshop 8.1. AppDev VXML
reduces the time, effort, and
complexity of building a speech
application by reusing the same
underlying business logic and
data integration implemented
for a Web application.

Unlike other solutions
requiring entirely new business
logic and
data inte-
gration for a
speech application, AppDev
VXML simply adds a new voice-
based presentation layer.
Changes to business logic or
data integration simultaneously
update both Web and speech
applications, reducing ongoing
application maintenance costs.
www.sandcherry.com

U.S. Navy Upgrades NKO Portal to
Appian Enterprise
(Vienna, VA) – The U.S. Navy
has awarded Appian
Corporation, a provider of real-
time, enterprise Web solutions,
a contract related to its enter-
prise knowledge management
and learning portal, Navy
Knowledge Online (NKO). The
contract includes additional
scaling of NKO; ongoing sup-
port and maintenance of the
portal; the purchase of addi-
tional hardware; beta-testing of

an at-sea version of NKO; and
the development of Navy
Knowledge Online SIPRNET
(NKO-S) – a classified version of
NKO. Additionally, NKO will be
upgraded to Appian Enterprise
v.3.0, the latest version of
Appian’s collaborative intranet
solution suite. 

Both the upgraded version
of NKO and NKO-S will be
deployed on BEA
WebLogic Server. 
www.appiancorp.com

Salesforce.com, BEA Announce
WebLogic Workshop for sforce
(San Francisco and San Jose,
CA) – Salesforce.com, a leader
in delivering software-as-serv-
ice, and BEA Systems have
announced that salesforce.com
has joined the BEA Controls
and Extensibility Program as a
founding member and is devel-
oping an sforce-enhanced ver-
sion of BEA WebLogic
Workshop 8.1. Together, sales-
force.com and BEA plan to
deliver a co-branded bundled
solution that will give develop-
ers pre-integrated access to all
the capabili-
ties in
WebLogic
Workshop
and the sforce client/service
application platform. BEA
WebLogic Workshop for sforce
will enable developers to inte-
grate and distribute essential
customer information through-
out existing systems and enter-
prise infrastructure at a fraction
of the usual time and expense.
www.sforce.com, www.bea.com

Toyota Australia Selects WebLogic
Integration 8.1 for eBusiness
Transformation Program
(San Jose, CA) – Toyota
Australia has chosen BEA
WebLogic Integration 8.1 as the
software platform for its
eBusiness Transformation
Program, one of the largest
information technology (IT)

integration projects ever under-
taken by the company in
Australia. The program, ele-
ments of which have already
gone into pro-
duction, is an
initiative to integrate the sys-
tems and processes that con-
nect Toyota and its trading
partners to achieve real-time
information access, enhanced
two-way business visibility, and
improved supply chain per-
formance. 
www.bea.com

BEA, Granite Systems Improve
Telecom Italia’s Performance 
(San Jose, CA and Manchester,
NH) – BEA Systems, Inc., and
Granite Systems, the communi-
cations software provider of
service resource management
solutions, have provided
Telecom Italia, a European
telecommunications carrier,
with superior performance and
significant ROI for its opera-
tional support systems.

Using BEA WebLogic
Integration, used in Granite’s
Process
Automator
module,
and Granite’s Xng Core System,
the companies developed a
more efficient system designed
to receive customer orders and
perform automated design and
assignment of Telecom Italia’s
circuits and services. BEA
WebLogic Server was used as
the system’s underlying infra-
structure. Once deployed,
Telecom Italia was able to
decrease its provisioning inter-
val for DSL services by one-
third, and reduce its opera-
tional costs 20%. 
www.granite.com,
www.bea.com
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